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Abstract: In recent years, cybersecurity management has increasingly required advanced methodolo-
gies capable of handling complex, evolving threat landscapes. Scenario network-based approaches
have emerged as effective strategies for managing uncertainty and adaptability in cybersecurity
projects. This article introduces a scenario network-based approach for managing cybersecurity
projects, utilizing fuzzy linguistic models and a Takagi-Sugeno-Kanga fuzzy neural network. Draw-
ing upon L. Zadeh’s theory of linguistic variables, the methodology integrates expert analysis,
linguistic variables, and a continuous genetic algorithm to predict membership function parameters.
Fuzzy production rules are employed for decision-making, while the Mamdani fuzzy inference
algorithm enhances interpretability. This approach enables multi-scenario planning and adapt-
ability across multi-stage cybersecurity projects. Preliminary results from a research prototype of
an intelligent expert system—designed to analyze project stages and adaptively construct project
trajectories—suggest the proposed approach is effective. In computational experiments, the use
of fuzzy procedures resulted in an over 25% reduction in errors compared to traditional methods,
particularly in adjusting project scenarios from pessimistic to baseline projections. While promising,
this approach requires further testing across diverse cybersecurity contexts. Future studies will aim
to refine scenario adaptation and optimize system response in high-risk project environments.

Keywords: cybersecurity; adaptive project management; scenario network; decision support; linguistic
variable; fuzzy production rule; fuzzy inference

1. Introduction

The rapid advancement of digital technologies has transformed not only the way
businesses operate but also the landscape of cybersecurity. As organizations increasingly
rely on digital solutions, they become more vulnerable to an evolving array of cyber threats.
These threats range from sophisticated hacking attempts to insider risks, often resulting in
significant financial and reputational damage. As reported in the literature, these emerging
risks are accompanied by a growing need for robust cybersecurity measures that can
adapt to the dynamic threat environment [1-3]. Furthermore, the fast-paced technological
innovations present opportunities for enhancing cybersecurity practices, making it essential
for organizations to remain vigilant and proactive in their defenses [4,5].
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Given the complexities and high stakes involved, long-term cybersecurity projects
require a flexible and adaptive management approach. This necessity arises from the
fact that project conditions frequently change based on the outcomes of individual stages,
emerging threats, and advancements in technology. Moreover, cybersecurity projects
often entail substantial financial investments, particularly for small and medium-sized
enterprises (SMEs), where the cost of implementing comprehensive security measures can
be especially burdensome [6-8]. As a result, effective decision support mechanisms in
adaptive project management for the development and implementation of cybersecurity
systems become critically important, ensuring that resources are allocated efficiently and
risks are managed effectively.

The complexity and unstructured nature of the cybersecurity domain further require
the use of intelligent decision-making methods. Traditional approaches, such as the widely
adopted precedent-based methodology, often encounter limitations due to the scarcity of
historical data regarding the effectiveness of information security systems against new
and emerging threats [9,10]. The lack of precedents complicates the ability of decision-
makers to rely on past experiences when navigating the intricacies of cybersecurity project
management. Therefore, there is a pressing need for innovative frameworks that can
accommodate the unique challenges of this field.

The structure of this article is outlined as follows. It begins with Section 2, which
reviews the existing literature and methodologies relevant to information security man-
agement, identifying gaps and opportunities for enhancement. Following this, Section 3
outlines various frameworks and approaches that organizations can adopt to evaluate and
improve their cybersecurity strategies. This is succeeded by Section 4, which analyzes
the findings from the research, addressing their implications for practitioners and policy-
makers in the field. Next, Section 5 considers how expert opinions may evolve over time
and the potential impacts of these changes on decision-making processes. This leads to
Section 6, where methods for navigating project stages and making informed decisions
based on dynamic circumstances are proposed. The article concludes with a summary of
key insights and recommendations for future research in adaptive project management
for cybersecurity.

2. Related Works

Critical infrastructure (CI) encompasses essential systems and services crucial to
societal and national stability. Given today’s dynamic cyber threats, disruptions to CI can
severely impact public safety and economic security. Sarker et al. [11] focus on “Rule-based
Al” for CI cybersecurity, emphasizing transparency, interpretability, and trustworthiness,
which are vital for decision-making. They present a multi-faceted study on rule-based Al
modeling, including a taxonomy of rule generation methods that blend expert knowledge
with data-driven insights. The paper explores applications across CI sectors—such as threat
detection and mitigation—and highlights challenges, opportunities, and future research
directions for advancing cybersecurity in CL

With increasingly severe and frequent cyber-attacks, organizations seek stronger
defenses, leveraging cyber threat intelligence (CTI) mining to transform threat data into
actionable intelligence for proactive defense. Sun et al.’s [12] research focused on CTI
mining, offering a taxonomy based on key cybersecurity applications like attack tactics,
hacker profiles, indicators of compromise, and threat hunting. Despite challenges with data
volume, real-time analysis, and false positives, CTI mining enhances threat detection and
response capabilities. The survey highlights current methodologies, challenges, and future
research directions, underscoring CTI’s potential to advance cybersecurity resilience.

As cybersecurity systems generate increasing volumes of unstructured data, utilizing
natural language processing (NLP) has become essential for detecting anomalies and
intrusions. Sharma et al. [13] provide an overview of NLP techniques for cybersecurity,
covering motivations, challenges, and types of relevant data. Key NLP methods—such as
named entity recognition, sentiment analysis, topic modeling, and document classification—
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are discussed for their roles in anomaly and intrusion detection. A structured taxonomy and
literature review highlight current NLP-driven approaches, and their strengths, limitations,
and research gaps. This analysis lays a foundation for future NLP advancements to improve
proactive threat detection and response capabilities in cybersecurity.

Digital twins (DTs) are transformative in industry and research, enabling virtual rep-
resentations of physical systems for enhanced monitoring, maintenance, and resilience.
However, they introduce cybersecurity challenges as they increase exposure to intellectual
property risks and real-time synchronization vulnerabilities. Sacker et al. [14] explore Al
and explainable Al (XAI) approaches for addressing these challenges in DTs, emphasizing
transparent, interpretable cybersecurity models. A taxonomy of AI/XAI methods is pre-
sented, aiding analysts in anomaly detection, threat mitigation, and system resilience. The
study identifies current gaps, potential applications, and research avenues for advancing
secure, trustworthy DT environments through XAl-driven cybersecurity solutions.

The increasing reliance on digital technology has made cybersecurity critical for
protecting systems from cyber-attacks. Sacker et al. [15] explore how artificial intelligence
(AI) can advance cybersecurity by enabling intelligent, automated, and robust defenses
against complex threats such as malware, zero-day attacks, and phishing. Focusing on
Al-based modeling and adversarial learning, the study provides insights into AI’s role in
enhancing security intelligence across varied cyber applications. Key methods, including
adversarial machine learning, are discussed alongside future research directions to address
emerging cybersecurity challenges. This overview aims to guide the development of
resilient Al-based security solutions for safeguarding digital infrastructures.

Malatji et al. [16] explore the intersection of artificial intelligence (Al) and cybersecurity,
focusing on the challenges and opportunities presented by Al technologies. They introduce
the AI Cybersecurity Dimensions (AICD) Framework, which serves as a multidimensional
tool for academics, policy-makers, and industry professionals to understand and address
Al-driven cyber threats. The research delves into the dynamics of offensive Al highlighting
the necessity for adaptive defenses and ethical considerations, as well as the risks posed
by adversarial AL. Through comprehensive literature reviews and textual analyses, the
study emphasizes the need for interdisciplinary approaches to bridge gaps in cyberse-
curity discourse. The AICD Framework aims to facilitate a holistic understanding and
practical interventions in the evolving Al-infused cybersecurity landscape, advocating for
collaborative efforts in research and practice to effectively tackle these intricate challenges.

Alqurashi et al. [17] point out the importance of cybersecurity in safeguarding digital
systems, economic stability, and national security. They utilize topic modeling to analyze
15,751 academic articles from the Web of Science and 5831 industry articles from Security
Magazine, employing techniques like BERTopic, UMAP, and HDBSCAN to identify trends
and themes in cybersecurity research. Their findings reveal 24 knowledge clusters, high-
lighting macro-clusters in technology, smart city applications, organization, public security,
governance, and education. The study identifies increasing attention on malware and
cyber-attack mitigation, especially post-2020. It emphasizes the need for a unified approach
integrating academic and industry perspectives to enhance cybersecurity strategies, while
also recognizing challenges such as data source limitations and biases. Future research will
focus on expanding datasets and refining methodologies to improve insights into evolving
cybersecurity threats.

Table 1 summarizes the key directions and findings of these studies. Each entry reflects
a unique aspect of cybersecurity, whether it involves the use of artificial intelligence, natural
language processing, or threat analysis through cyber threat intelligence (CTI).
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Table 1. Summary of cybersecurity studies.

Reference

Focus

Applied Model

Results

Sarker et al.

(2024) [15]

Sun et al

(2023) [12]

Sharma et al.

(2023) [13]

Sacker et al.

(2024) [14]

Sacker et al.

(2023) [15]

Rule-based Al for cybersecurity in
critical infrastructure (CI)

Cyber threat intelligence (CTI) min-
ing for proactive defense against cy-
ber threats

Natural language processing (NLP)
techniques for anomaly and intru-
sion detection

Al and explainable AI (XAI) ap-
proaches to address cybersecurity
challenges in digital twins (DTs)
Al-driven cybersecurity solutions
for complex threats, including mal-

Rule-based Al modeling, tax-
onomy of rule generation

Taxonomy of CTI applica-
tions

Named entity recognition,
sentiment analysis, etc.

Taxonomy of Al/XAI meth-
ods

Al-based modeling, adver-
sarial learning

Multi-faceted study identifying
applications and challenges in CI
cybersecurity.

Enhanced threat detection and
response, highlighting future re-
search directions.

Structured taxonomy and litera-
ture review identifying strengths,
limitations, and research gaps.
Identification of gaps and poten-
tial applications for secure DT en-
vironments.

Insights into Al’s role in enhanc-
ing security intelligence and re-

ware and phishing

Malatji et al.
(2024) [16]

Alqurashi et

silience.

Al Cybersecurity Dimensions AICD Framework AICD Framework as a tool for
(AICD) Framework for understand- holistic understanding and prac-
ing Al-driven cyber threats tical interventions.

Topic modeling to analyze trends BERTopic, UMAP, HDB- Identification of 24 knowledge
in cybersecurity research across aca- SCAN clusters; increased focus on mal-

al. (2024) [17]

demic and industry sources

ware and mitigation strategies.

This paper proposes an approach that combines expert systems [18] with a fuzzy
linguistic description [19] of intermediate project results, followed by a fuzzy logical in-
ference [20,21] to guide the selection of subscenarios for future project execution. By
leveraging expert knowledge about new threats and emerging information security tech-
nologies, this method enables accurate risk predictions, facilitating scientifically grounded
decision-making in the adaptive management of cybersecurity projects.

3. Models and Methods for Assessing Information Security Management in Organizations

In line with the concept of performance management (also known as results-oriented
management) [22], we define the goal of a cybersecurity project as achieving specific,
planned values for the organization’s information security management indicators. Thus,
the project’s indicative information model can be represented as a series of project indicators
C across all stages t;,i = 1,2, ..., 1, of the project’s implementation:

M= (C(t),i=12,...,1) 1)

In alignment with the framework provided in [23], cybersecurity indicators are con-
sidered to address key tasks in secure information management. These tasks include the
structured assignment and distribution of roles to support trust among personnel and the
establishment of effective access control and registration management processes [24]. To
mitigate malware and cyber threats, antivirus protection tools are emphasized alongside
the responsible use of internet resources [25]. Cryptographic protection for information
is implemented to ensure data integrity and confidentiality. Furthermore, the secure ex-
ecution of information technology processes is supported by comprehensive document
management protocols [26]. Lastly, particular attention is given to the handling of personal
data, thereby safeguarding privacy and ensuring regulatory compliance.

The assessment of an organization’s information security management is determined
by a hierarchy of group and individual indicators, as illustrated in Figure 1, which allows
the evaluation of compliance with cybersecurity requirements across the following areas
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(denoted by a symbol with one index) and subdomains (denoted by a symbol with two

indices, where the first reflects the area):
[
l Cl l C2 l C3
l Cl.1 l l CL.5 l C2.1 l l C2.5 l C3.1 l C3.5
. } ‘ | | T | T T \
l Cl1.1.1 l l €1.1.12 l l l l l l l

Figure 1. Hierarchical representation of security management metrics.

The framework for cybersecurity management is structured around three core compo-
nents: the overall organization of the information security service (C1) [27], risk analysis and
breach management (C2) [28], and ongoing system analysis and modernization (C3) [29].

The C1 component covers the foundational aspects of information security, focusing
on the establishment and operation of the security service. It includes the organization and
operational guidelines for the information security team (C1.1) and the precise definition
and adjustment of the security system’s scope (C1.2). Internal documents governing
security activities are developed and updated as needed (C1.3), supporting decision-
making processes led by management regarding system implementation and operation
(C1.4). Finally, this component emphasizes the importance of staff training and awareness
programs to reinforce information [30] security protocols (C1.5).

Risk assessment and management for potential security breaches fall under the C2
component. It begins with selecting and refining approaches for assessing risks (C2.1)
and progresses to the development (C2.2) and implementation (C2.3) of detailed risk
management plans. Additionally, this component encompasses the detection and response
to security incidents (C2.4) as well as continuity planning to ensure the organization’s
operational resilience and recovery capabilities after disruptions (C2.5), which is relevant
not only for cybersecurity incidents but also for other types of disruptions. This broader
applicability aligns with C1.1.11 and suggests the need for a more flexible structure, such
as a directed acyclic craph (DAG), to effectively represent the interdependencies within
continuity and recovery planning

Continuous improvement in and assessment of the security system define the C3
component. Routine monitoring and control of security measures are prioritized (C3.1),
along with internal (C3.2) and external audits (C3.3) for evaluating system integrity. Perfor-
mance is periodically reviewed (C3.4), supplemented by management reviews to ensure
alignment with strategic goals (C3.5). Decision-making is conducted on both tactical (C3.6)
and strategic (C3.7) levels to guide immediate and long-term improvements, ensuring the
system evolves with emerging cybersecurity needs.

Within this hierarchy, each two-level indicator corresponds to a group of primary three-
level indicators, which are derived from expert evaluations. For instance, the indicator
C1.1 encompasses several three-level indicators, each reflecting different aspects of the
organization and functioning of the information security service, as detailed below:

The C1.1 standards outline essential conditions for the effective operation and gov-
ernance of an organization’s information security service. These begin with ensuring the
security team has sufficient personnel capable of implementing, operating, controlling, and
maintaining the information security system effectively (C1.1.1), complemented by the
adequacy of resources required to achieve defined security goals and objectives (C1.1.2).
A dedicated budget is critical for supporting the operational and strategic needs of the
service (C1.1.3).
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The authority of the information security service plays a crucial role, enabling it to
organize, prepare, and control the execution of security plans (C1.1.4). Additionally, the
service must hold the right to propose necessary modifications to the organization’s overall
security policy (C1.1.5) and implement changes to internal documents governing security
protocols (C1.1.6). Setting security requirements across the organization falls under its
purview (C1.1.7), as does ensuring compliance with these policies, especially for employees
with elevated access privileges (C1.1.8).

The information security service must also be empowered to monitor security-related
events (C1.1.9) and participate actively in investigating incidents, including recommending
sanctions for unauthorized actions (C1.1.10). In the event of disruptions, the service plays
a critical role in restoring information systems (C1.1.11) and contributes to the ongoing
creation, maintenance, and enhancement of the organization’s security systems (C1.1.12).

The values of the three-level indicators (e.g., C1.1.1-C1.1.12) are determined on a scale
from 0 to 1 based on expert surveys. Each expert evaluates these indicators according to
the following set of values: {0; 0.25; 0.5; 0.75; 1.0}, as shown in Table 2. The numerical
values reflect the expert’s judgment on various aspects of the organization’s information
security performance.

Table 2. Correspondence between numerical indicator values and expert judgments.

Numerical Value Expert Judgment
0 No compliance
0.25 Low compliance
0.5 Medium compliance
0.75 High compliance
1.0 Full compliance

If there are several experts (denoted as N, which is preferred), the complete set of
experts, Ex = {ex,,n = 1,2,...,N}, is divided into disjoint classes, Ex;,j = 1,2,...,].
Each class is assigned a weighting coefficient w;, reflecting the relative importance of the
judgments from the experts in that class, where w is a probability vector.

The following conditions for weight coefficients are satisfied:

* wj >0, j=12,...,] (non-negativity condition);
* wi+wy+---+w;=1 (normalization condition).

The numerical value of an indicator is calculated as the weighted average of expert
evaluations. For example, the value of indicator C; 1 ; is determined by the formula

] N
Cir1 =YY (vjn-wj-Cr11n) )
i=1

n=1

where Cy 1.1, is the evaluation of indicator Cy13 by expert ex,, and v}, is an indicator
showing the membership of expert ex, to class Ex;: vj, = 1ifex, € Exj, and vj, = 0
otherwise.

Transitioning from third-level (three-index) indicators to second-level (two-index) indi-
cators involves summing over the last index, while maintaining weighted summation. The
weighting coefficients correspond to the relative significance of the third-level indicators.
For instance, the indicator for the organization and functioning of the information security
service Cy 1 is calculated as

Cii=Y ) we Ciie 3)
j ec€Ex;
Here, Cq 1, is a third-level indicator related to C1; (r = 1,2,...,12), and wq 1, (w11, > 0)
is the corresponding weighting coefficient for Cy 1 ,. The following condition holds for the
weighting coefficients, where w is a probability vector:
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w11+ w2+ wiie =1 (4)

The transition from second-level to first-level indicators also follows the weighted
summation approach. For example, the overall organization of the information security
service C; is determined by

5
Cr =) (wi,-Ci,) ()
r=1
where C;, is a second-level indicator related to C; (r = 1,2,...,5), and w1, (wq, > 0) is the
weighting coefficient for C; ,. The following condition applies:

wigt+wip+ - F+wis =1 (6)

To determine the weight coefficients, standard methods for processing expert opinions
can be used, such as ranking methods [31] or paired /multiple comparison methods [32].

In the following stages of the project, we will limit our analysis to a system of inte-
gral indicators C = (Cy, C3, C3), where the values are determined through a hierarchical
transition based on expert evaluations.

4. Results and Discussion
4.1. Project Scenario Network

The project is modeled as a time-ordered sequence of cybersecurity management
measures, each representing a stage in project implementation. At the conclusion of each
stage (except the last), adaptive project management allows the subsequent set of measures
to be selected based on the following;:

*  The results of the current and several preceding stages;
¢ A set of external factors affecting future project implementation.

Thus, the project is described as a scenario network (see Figure 2), which can be
represented as a directed acyclic graph with one source (a vertex with zero in-degree) and
one sink (a vertex with zero out-degree).

()—-

A =X

o ;,;
X

networl

N
o g
A

Figure 2. Graphical representation of the project’s scenario network (example).

Unlike activity-on-node networks [33], where nodes and edges represent events and
actions, the following are the features of a scenario network:

*  The vertices of the network correspond to the project stages;
e  The arcs indicate the sequence of these stages;

*  The network source corresponds to the initial stage;

*  The network sink corresponds to the final stage.

The trajectory of the project is the path from the network’s source to the sink.
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4.2. Fuzzy Linguistic Description of Project Indicators and External Factors
At the end of stage t, the project outcomes are described as

C(t) = (C1(t), Ca(t), C5(1)) )

Along with these outcomes, we consider a system of external factors FACT(t, 1),
which affect the implementation of the subsequent T stages:

FACT(t,t) = (Fact (t + 1), Facty(t +2),..., Facty(t + 7)) (8)

where K (k = 1,2,...,K) represents the number of external factors. The influence of
information security threats can also be considered among these factors, with numerical

estimates derived from the approach in [34].

However, numerical values alone do not capture the significance of project indicators
and external factors for future implementation. Experts can assess their significance verbally,
using terms such as “Low”, “Medium”, and “High”. This leads to the introduction of
linguistic variables for project indicators and external factors, defined as

LingCy(t) = (NameCy, Un, Tyase, G, Mc, (1)) )
LingFacty(t) = (NameLingFacty, Un, Tyase, G, Mpgcr, (1)) (10)

wheret =1,2,...,Tand k =1,2,...,K. Here, NameCy, NameLingFact, refer to the names
of linguistic variables; Un = [0, 1] represents the numerical values of the indicators and
factors; Ty = {“Low”, “Medium”, “High”} defines the base term set; and G is a set of
syntactic rules for generating terms. The membership functions for these terms may be

trapezoidal (see Figure 3).

u
HLow HMedium HHigh

1=y : : "

I ] 1 i I

1 A ' ' ¥ '

I " ! ! * ) 1

. i i ¥ !

\ I 1 i

ll a | : / ' i

1 . i 1 - 1 i

] 1 ] 1 1 ;

! SR L ] ! X
0 oo o w as as ar ag 1

Figure 3. Membership functions p1ow, 1 Medium: HHigh defining the semantics of linguistic variables
LingCy(t),LingCy(t), LingFacty(t) fork =1,2,...,K.

The semantics of these terms are determined by a vector of parameters:

ParIndTyase(t) = (a1(t), a2(t), ..., as(t)) (11)

where a1, a3 define the term “Low”; ap,ay, a5, a7 define “Medium”; and g, xg define
“High”. These parameters vary for each linguistic variable LingC (t), LingFacty(t).

For short-term projects, the parameter dependence on project stages can be neglected,
assuming ParIndTy,s, remains constant. However, in long-term cybersecurity projects
subject to significant instability, adapting the semantics of linguistic terms allows for more
accurate descriptions and better-informed management decisions.

5. Accounting for Possible Changes in the Semantics of Verbal Expert Assessments

When utilizing verbal expert assessments for the intermediate results of long-term
projects in the field of information security management, it is important to recognize that
expert judgments about the levels of indicator values achieved throughout the project’s
implementation largely depend on the general context associated with the specific phase of
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the project. Without loss of generality, we assume that these verbal expert assessments can
take values from the following set:

Thase = {L(“Low”), M(“Medium”), H(“High”)} (12)
In the current landscape of information security, two major trends are highly relevant:

¢  Increasing requirements for the level of information security in organizations (enter-
prises), driven by the rising integration of modern digital technologies into organiza-
tional and production activities, which in turn increases the potential damage caused
by unauthorized access and other security breaches (TrendReq).

¢ Advancements in the capability to ensure information security within organiza-
tions, linked to the development of both organizational legal measures and hard-
ware/software solutions and their application technologies (TrendCap).

Consequently, the quantitative values of certain information security management
indicators, initially rated as “High” by experts in the early stages of the project, may later
be downgraded to “Medium” or even “Low” in subsequent stages. Thus, when planning
projects in the field of information security management, a crucial task is forecasting
changes in the semantics of basic terms, described by the vector function

ParInd Ty, (£) (13)

wheret =1,2,..., T represents the number of the project execution stage.

Given the high level of uncertainty typical of forecasting based on expert opinions, we
propose using fuzzy [35] linguistic modeling to address this problem. We introduce linguis-
tic variables LingTrendReq and LingTrendCap, analogous to LingC(t) and LingFact, (),
but with term membership functions defined by a generalized Gaussian function:

1

. 14
1+ r(XE)2 9

p(x)

The set of parameters 8, o, 7y varies for each basic term of the linguistic variables. The
type of membership functions employed is shown in Figure 4.

f
Y

Figure 4. Graphs of membership functions yiy, yipr, g, defining the semantics of the terms.

We assume that the relationship between TrendReq(t), TrendCap(t), and the values
of a;(t) (for i = 1,2,...,8) can be described by Sugeno’s fuzzy production rules with
linear functions on the right-hand sides of the rules. These rules, in this case, have the
following form:

IF (TrendReq(t) = “Low”, TrendCap(t) = “Low”)
THEN arE(t +1) = abb(t) + BEE(t) + yFE (1) TrendReq(t) + 0FE (t) TrendCap (t);
IF (TrendReq(t) = “Low”, TrendCap(t) = “Medium”)
THEN aFM(t + 1) = alM(t) + BEM (1) + 9EM(t) TrendReq(t) + 6-M () TrendCap(t);
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and so forth, for all possible combinations of TrendReq and TrendCap values. The index ¢
runs fromltoT—1,andi=1,2,...,8.

Using these relations, the values of &} (t) (where s € S = {LL, LM, LH, ML, MM, MH,
HL, HM, HH}) are calculated. The parameters a;(t) are then found as weighted averages of
these values, with the weights v7 () representing the degree of truth of the corresponding
fuzzy production rules:

ai(t) = M (15)
Yses U? (t)

To determine the values of #;(t), a five-layer Takagi-Sugeno—Kang fuzzy neural

network is constructed, as shown in Figure 5.

TrendReq(t) -
——>» | u* TrendReg (1) . aiLL(t+ 1
[ uM TrendReg 1)
H . :
-
(1)

(xiLM 0

oy s X

TrendCap(t) -
—> | pE FrendCap (1) b
[ pH TrendCap (1)
: i

Layer 1 Layer 2 Layer 3 Layer 4 Layer 5

Figure 5. Five-layer Takagi-Sugeno—Kang fuzzy neural network for determining membership func-
tion parameters that define the semantics of linguistic variables LingC (t), LingC, (), LingC,(t), and
LingFact, (t).

The inputs to this network are the current parameter values «;(t), which determine
the semantics of the terms at the current stage, along with numerical expert assessments of
the trends TrendReq and TrendCap. The network operates as follows:

e The first layer performs fuzzification by determining generalized Gaussian member-
ship functions for the input values.

*  Inthe second layer, the left-hand sides of the fuzzy production rules are aggregated,
calculating 7, and the right-hand functions are computed to find af;

*  The third layer calculates the product of a} and v for all s € S;

*  The fourth layer sums the products ajv; and v} over s € §;

e The fifth layer outputs the next-stage parameter value «;(t + 1).

Training the network is achieved by finding the membership function parameters
ur(x), upm(x), ug(x) for the trend variables TrendReq and TrendCap, as well as the coeffi-
cients 5,73, 7 for the production rules. The training is carried out using the continuous
genetic algorithm (CGA) developed by Abo-Hammour [36], which can be optimized using
advanced strategies such as hybrid tournament-roulette selection [37] and adaptive control
of new generation formation [38].

6. Decision Support for Selecting a Subscenario in Project Implementation

Given the specifics of cybersecurity projects, we introduce simplifying assumptions to
limit the class of graphical project descriptions under consideration:

*  Lim1: Equinitiality and equifinality (all scenarios have a common initial and final stage);
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e Lim2: Existence of a basic scenario (the main scenario is defined, and resources are
calculated for its implementation; all other scenarios are treated as deviations from
the basic scenario);

*  Lim3: Limited branching (branching stages are only part of the basic scenario);

¢  Lim4: Limited merging (subscenarios starting from a branching stage must conclude
at a stage in the basic scenario before the next branching);

e Lim5: Limited subscenarios (each branching stage produces four types of subscenarios:
optimistic, basic, pessimistic, and catastrophic).

A graphical representation of a fragment of the project’s structural model, considering
these limitations (Lim1 to Lim5), shows the branching into optimistic (OS), basic (BS),
pessimistic (PS), and catastrophic (CS) subscenarios, with a final stage that may not achieve
the project’s goals. This model is illustrated in Figure 6.

0s stage]— -|OS stage

'{bran-:hing stage BS stage !—

Figure 6. Fragment of the project’s structural model considering limitations Lim1 to Lim5.

The target indicative model at the branching stage is described by a set of target
indicators Cq, Cy, C3, evaluated at the current stage t and several previous stages, up to
memory depth h:

C(t,h) = ((C1,Cp,C3)(t),(C1,C2, C3) (t = 1),...,(Cy,Co, C3) (t — 1)) (16)

The decision rule for selecting a subscenario is expressed through a system of fuzzy
production rules:

Noptim if Foptim then ContrInd-Optim,  #pase if Fpase then ContrInd—-Base, 17)

HPessim if Fpessim then ContrInd-Pessim, #catastr if Fcatastr then ContrIind-Catastr, (18)

where 7/0ptim, Bases //Pessim/ //Catastr ar€ the confidence degrees of the respective rules (rang-
ing from 0 to 1), and ContrInd is a linguistic variable that takes values from the set {Optim,
Base, Pessim, Catastr}. The formulas Foptim, FBases FPessim/ FCatastr are fuzzy propositional
formulas concerning the target indicators C(t,h) and external factors FACT(t, T) corre-
sponding to each subscenario.

The precise forms of these functions are determined by the specific characteristics of
the project, and they can be viewed as a knowledge model of the project’s subject area.
To select a subscenario based on these production rules, we propose using the Mamdani
algorithm without defuzzification. The process flow is shown in Figure 7.

The iterative nature of the procedure involves gradually increasing the memory depth
h. The stopping condition is triggered by the decision-maker (e.g., when the solutions from
the current and previous iterations coincide), ensuring the use of minimal memory depth.
The procedure provides the decision-maker with results in the form

<(0Ptim/ ,qutim)r (Base, VBase)/ (Pessjm/ ,uPessim)r (CataStrr VCatastr)> (19)

where poptim, HBases HPessim/ HCatastr Tepresent the degree of preference for each subscenario
(ranging from 0 to 1). This approach not only offers a recommended subscenario but also
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provides additional information on the confidence in the recommendation, allowing the
decision-maker to factor in personal experience and non-formalized preferences.

I\ tart
|

Formation / addition of the list of the target indicators

‘\\
j‘

cW.p=12..P

e el b e
T

Entering targei indicatorsnvalues

- it 3
Cvip L.
=t el 0o

|| <

Calculation of integral indicators

qufm- FBaEﬂ'FPaﬁemn' FCa!as‘fr

I

Fuzzification of integral indicators

Fo.m'n- FElass FFess.im- Fcarasrr

[

Fuzzi inference of decisions of integral
indicators Fgppm Faase: Feessio Foatase

I

/ Providing solution to decision makers /

Yes

Changing the list of targets by decision maker ——

No
:\i End j

Figure 7. Iterative decision-making procedure for selecting project subscenarios.

However, it is important to note that increasing memory depth at the branching
stage may result in error accumulation in input data, potentially affecting the solution’s
quality. Therefore, decision-makers should be allowed to iteratively modify the list of target
indicators and adjust memory depth to improve outcomes.

As part of the evaluation of the developed decision support tools, computational
experiments were conducted to identify errors in subscenario selection caused by input data
inaccuracies. The true values of the integral control indicator Contrind were represented by
samples x;,i = 1,2,..., N of a uniformly distributed random variable in the range [0, 1],
while the errore;, i = 1,2,..., N was sampled from a normally distributed random variable
N(0,0.1). The possible decisions are presented in Table 3.

Table 3. Decisions for selecting the base scenario.

Really Optim Really Base Really Pessim
Defined as Optim T-O F-O+ -
Defined as Base F-P- T-P F-P+
Defined as Pessim - F-O- T-O0

In this table, negative superscripts indicate underestimation of project results, while
positive superscripts indicate overestimation.
Table 4 compares error rates between crisp and fuzzy selection of project subscenarios.



Big Data Cogn. Comput. 2024, 8, 150 13 of 15

Table 4. Comparison of error rates in crisp and fuzzy selection of subscenarios.

T-P T-O T-O F-P+ F-P- F-O+ F-O-

Crisp Selection 0461 0.083 0292 0.024 0.046 0.041 0.053
Fuzzy Selection 0.483 0.079 0.296 0.018 0.044 0.029 0.051

Since the most critical errors are false positives (F-P+, F-O+), which are less frequent
with fuzzy inference, and the other error rates are nearly identical, the proposed fuzzy
approach is preferable for subscenario selection.

7. Conclusions

In this study, we developed a hierarchy of project indicators in cybersecurity man-
agement and proposed methods for determining their values. We applied fuzzification to
the project’s integral indicators, enabling a linguistic description of the project. Based on
these linguistic values at the branching stage, fuzzy production rules were formulated to
guide the selection of subscenarios, ensuring adaptability in project management. Decision
support was implemented through the Mamdani fuzzy inference procedure [20,39].

The comparison of error rates between crisp and fuzzy methods in computational
experiments demonstrated a 25% reduction in errors when using fuzzy procedures. Future
research may focus on enhancing decision support tools by incorporating additional forms
of uncertainty (e.g., using the Z-number approach) and leveraging modern simulation
methods for discrete system behavior.
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