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AHHOTauusa. B COBpeMEHHOM MUpe OHNalH-TPaH3aKUUW SBASIOTCA HEOTbEM/IEMOW YacCTblO >KU3HU
60MbLUNHCTBA NHOAEN, MO3TOMY (DMHAHCOBOE MOLLEHHUYECTBO CTAHOBUTCA CEPbE3HOM Yrpo3oi ans
KOMMaHWiA, KOTOpPble 3aHMMAKOTCA OHMaliH-NnaTeXxamn. EXXerogHo notepu OT MOLLEHHMYECTBA TO/BbKO
YBENMUMBAKOTC W AOCTAraldT  MWAMApPAOB  AOMNapoB, MNPU  3TOM  MOLUEHHWKM  MOCTOSIHHO
COBEPLUEHCTBYOT CBOM METO/bI. B AaHHON CTaTbe OCBELLAKOTCA K/HOYEBbIE MPO6IEMBI, C KOTOPbIMM MOTYT
CTOMKHYTbCS KOMMaHUM Npu 60pb6e € pa3HbIMWM METOAaMM MOLLEHHNYECTBA, TaKUMM KaK (IULLIMHT, Kpaxa
NINYHLIX AaHHbIX, WHCAMAEpPCKMe aTaku, MeTod (hanblUMBbIX 3aKa30B WM BO3BpaTa CPeACTB. Takoke
noApo6HO paccMaTpmBatoTCs 3W(EKTUBHBIE CNOCOObLI CO3AaHNSA aHTU(POA-CUCTEM, C MOMOLLbHO KOTOPbIX
OCYLLEeCTBNAETCA 3aliMTa (MHAHCOBbLIX TPaH3aKUWA U CHUDKeHUE pUCKOB. Oco60e BHUMaHWe y[eneHo
MCMO/Nb30BaHNIO COBPEMEHHbIX TEXHOMOMMI, TaKMX KaK NCKYCCTBEHHDBIN VHTENEKT, aHAINTUKA BOMbLUNX
[aHHbIX 1 610K4eliH. C NOMOLLbIO JaHHbIX TEXHOMOMUIA OCYLLECTBNAETCA NOUCK aHOMASTbHbIX aKTUBHOCTEN
Npwv aHan3e AaHHbIX B peasibHOM BPeMeHM 1 NpeAnpyHUMAtOTCS AeNCTBISA No 60pboe C MOLLEHHNYECKUMU
onepaumsaMu. BaxHOI 4acTblo aHTU(POA-CUCTEM ABNSETCS CO0p M 06paboTKa AaHHbIX, MOHWUTOPWHI
onepauuin 1 TpaH3akuui, a Takke CO3[aHWe WHCTPYMEHTOB OTYETHOCTM W pearupoBaHWs Ha
noAo3puTeNbHble onepaumn. Kpome TeXHMYECKMX BOMPOCOB, B CTaTbe MPOM3BEAEH aKLEHT Ha
HeoOX0AMMOCTM 06ecrneyeHns MacLTabnpyeMocT 1 6e30MacHOCTU aHTugpoa-cuctem. [og aTum
noapasymMeBaeTCsl 3aluTa [aHHbIX C WCMO/b30BaHWEM COBPEMEHHbLIX MPOTOKOMOB LUNDPOBAHMS W
HOPMaTMBHbIX TPeboBaHW Mo 6e30nacHOCTW. [aHHas CTaTbsl NpefnaraeT NOLAroBOoe PyKOBOACTBO MO
CO3[aHMN0, BHEAPEHMIO B NPOEKT CUCTEM Ans 60pbObl C MOLIEHHNYECTBOM, KOTOPOe OyAeT MONE3HO Kak
AN KPYMHbIX KOMMaHWIA, Tak 1 ANs Masioro v cpegHero 6msHeca.

KntoueBble cnoBa: (MHAHCOBOE MOLLEHHUYECTBO, OHMAH TpaH3aKLUuMu, 3aluTa faHHbIX, aHTU(POA-
CMCTEMbI, MaLLMHHOE 06YyYeHUe, (ULLMHI-aTaku, KpaXka AaHHbIX, 6/10KYEiH TeXHONorm
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Abstract. Intoday's world, online transactions are an integral part of most people’s lives, making financial
fraud a serious threat to companies that deal with online payments. Each year, losses from fraud continue
to grow, reaching billions of dollars, as fraudsters constantly refine their methods. This article highlights
key challenges that companies may face when combating fraud, such as phishing, identity theft, or insider
attacks, as well as fraudulent schemes involving fake orders or chargebacks. It also provides an in-depth
look at effective ways to build anti-fraud systems that protect financial transactions and reduce risks.
Special attention is given to the use of modern technologies such as artificial intelligence, big data analytics,
and blockchain. These technologies help identify anomalous activities through real-time data analysis and
take action to fight fraudulent transactions. A crucial part of anti-fraud systems is data collection and

919


mailto:timurvasilev@gmail.com
mailto:timurvasilev@gmail.com

SkoHomuKa. NHdopmaTuka. 2024. T. 51, Ne 4 (919-925)
Economics. Information technologies. 2024. V. 51, No. 4 (919-925)

processing, transaction monitoring, and the creation of tools for reporting and responding to suspicious
activities. In addition to technical matters, the article emphasizes the need to ensure the scalability and
security of anti-fraud systems. This includes protecting data using modern encryption protocols and
complying with security regulations. This article provides a step-by-step guide for implementing anti-fraud
systems into a project, which will be useful for both large companies and small to medium-sized businesses.

Keywords: financial fraud, online transactions, data protection, anti-fraud systems, machine learning,
phishing attacks, data theft, blockchain technologies
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BBegeHune

YK13Hb B COBPEMEHHOM MWpe nofApasyMeBaeT NOCTOAHHOE B3aMMOAENCTBME C OHMAWH-
NPUNOXKEHUSAMM, Mbl €XKEAHEBHO OCYLLLECTB/SAIEM MHOXECTBO MOKYMNOK OHNaliH. C KaXabiM rofom
KO/IMYeCTBO OHNaH-onepauuii TOMbKO BO3pacTaeT, 4YTO CYL,ECTBEHHO YBENWYMBAET PUCKMU,
KOTOpble CBA3aHbl C (DMHAHCOBLIMU MOLIEHHMYeCTBaMW. MOLIEHHMYECTBO B OHMaliH-NAaTeXax
CTano OAHOM U3 rnaBHbIX CMOXHOCTEN AN KOMMaHWIA, KOTopble paboTaloT B cdepe (hMHAHCOBbIX
ycnyr. MoTepu cpeAcTB OT MOLIEHHWYECTBA MOTYT UCYMUCAATLCA B MUAMapAax A0N1apos, U C
KaXXAbIM rofoM cnocobbl MOLIEHHNKOB CTaHOBATCA BCE 60/1€e CNOXHbIMU. B faHHON cTaTbe Mbl
pacCMOTPVMM OCHOBHblE MPOGMEMbl U WX PELIEHUs MPWU CO3[aHWWM U BHEAPEHUWN CPeACTB ANS
60pbbbl C (HMHAHCOBBLIM MOLLUEHHMYECTBOM, KOTOPble MOMOrYT KOMMAaHWAM 3aWuTUTb CBOM
onepauumn ¢ AeHbraMy U CHU3UTb PUCKM NOTEepU CPeACTB.

OCHOBHas yacTb

[ns nocTpoeHns ycnewHon aHTU(MPOA-CUCTEMbI HEOO6XO0AMMO MOHMMAHWE OCHOBHbIX
MOLLEHHUYECKUX CXeM U Yrpo3. MOLWEHHNYECTBO MOXET NMPUHUMATb MHOXECTBO (JOpPM, Kaxaas
N3 KOTOPbIX MOXET HecTU cepbésHble yrposbl Ansa 6usHeca [Michael, 2014; Rodney, 2014].
Kaxpgas KoMnaHus Jo/XKHa NOHUMaTb PUCKW Y BO3MOXHbIE Yrpo3bl U 3apaHee NoAroToBUTL CBOU
cucTembl Ana 6opbbbl ¢ HUMK. [anee B cTaThe pa3bepém Hambonee pacnpocTpaHEHHble BUAbI
OHNaliH-moleHHn4YecTBa [Mitnick, Simon, 2002; Hunnifor, 2020].

OAVH 13 caMbiX pacnpocTpaHEéHHbIX cnocobosB 06MaHa - 3TO (MLIMHT, B JaHHOM Crnocobe
MOLLEHHNYeCTBa 3/10YMbILINIEHHUK CO34aéT nojaesnbHble Be6-caiTbl, MUCbMA WUAM COO0OLLEHMS,
KOTOpble VMWUTUPYIOT peasibHble Beb-NpunoXeHUs. Takum 06pa3oM, MNonb3oBaTeNb, He
nojospesas NOLMEHbI, BBOAUT CBOM AaHHbIe (3TO MOTYT ObITb Kak IOFMH W Naposib, Tak N AaHHble
KapTbl) B HEHACTOALWEM MPUNOXKEHUN. BNOCNeaCTBUM NONTyUYeHHble fJaHHble OYAYyT MCNOb30BaHbI
ONS KpaXu feHer to3epa. B KayecTBe npumepa MOXXHO NPUBECTM OTNPaBKY 3/IEKTPOHHbLIX MUCEM
OT MMEHM M3BECTHOro 6aHka C Npocb60oil NMOATBEPAWUTb YUYETHbIE AaHHble WU TpaH3aKUUio.
XKepTBbl NepexoaT No CCblIKe N BBOAAT CBOW AaHHbIE.

CnegyrouwmMm cnoco6omM MOLIEHHUYECTBA ABNAETCA MOLIEHHWYECTBO C MOMOLLbI KapT,
310YMbILWNEHHUK KpaféT faHHble KapTbl U fanee UCnofib3yeT ux 6e3 paspelleHus Bnafenbua.
MOLIEHHUKN MOTYT YKpacTb MH(POPMAaLUO C MOMOLLbIO (PULIMHIA UAN YCTAaHOBKU CKUMMUHIOB
YCTPOWCTB Ha OGaHKOMaTtax, a TakKXe [faHHble KapT MOryt ObiTb YKpajeHbl BCNeAcTBUE
HecobntogeHns PSI DSS wnu yAa3BMMOCTM B cucTemax 6e30MacHOCTU BEG6-MPUNIOXEHUA.
Hanpumep, B 04HOM M3BECTHOM MarasmHe Npou3oLlna yTeyka JaHHbIX MUIMOHOB KPeaUTHbIX
KapT nonb3oBaTenein n3-3a ya3BUMOCTM B NAATEXHON cucTeMe. [aHHble BNOCNEACTBUN NPOAani
Ha YEPHOM pbIHKE 1 6bIM UCMO/b30BaHbl B MOLLEHHUYECTBE.

WHcaligepckue ataky MOTyT cTaTb NMPUYUHON GOMbLUIOWA MOTEPU CPeAcTB KOMMNaHUU. 3TO
LeCTBUSA COTPYAHWKOB WM MapTHEPOB KOMMAaHWKW, KOTOpPble UMEKT LOCTYN K TOW WAN UHON
KOH(MAEHUNANBbHOW UH(pOPMaLUU N UCMONb3YIOT eé B KOPbICTHbIX Lenax. JaHHblil TUM aTaku
C/IOXHO BbISIBUTb, TaK KaK MOLUEHHUKaMy ABASKOTCA caMu COTPYAHWKM KomMaHuu. Hanpumep,
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COTPYAHMK KOMNaHMM UMEET JOCTYN K 6a3e AaHHbIX, MHULUMPYET NNATEX U NPAMbIM 4OCTYNOM
K 6a3e JaHHbIX MEHAET CYMMY Ha MEHbLUYHO.

TakXke CylWecTByeT MOLUEHHUYEeCTBO B 31EKTPOHHON KOMMEPLUUW, C MOMOLLbI Hero
OCYLLeCTBNAIOTCA (PafblUMBble 3aKasbl, UCMONb30BaHWE YKPaLEHHbIX KapT U MOLUEHHUYeCTBO C
Bo3BpataMu. lMpecTynHMKU MOryT NOKynaTb TOBapbl C NMOMOLLbI YKpPaLeHHbIX KapT u fanee
TpeboBaTb BO3BpaT CPeLCTB.

AHTUPPOA-CUCTEMBI UCMNOMB3YIOTCA A4 3aWUTbl OT MOLIEHHMYEeCTBa W BbIABEHUS
aHoMannii 1 BNOCNeACTBUMN NPesoTBpaLlleHns (hMHAHCOBbIX NOTePb. OHM NCMONb3YHOT Pa3IMyHbIe
MeTOAbl M TEXHONOTMW [N aHanuM3a TpaH3aKUWil WAM AaHHbIX NnaTexen ansa obHapyXeHus
NOA03PUTENbHbIX AEACTBUIA UM AaHHbIX. AN KOPPEKTHOW paboTbl N060 aHTU(POA-CUCTEMDbI
eCTb MeTOL0N0rnu paspaboTKn, KOTOPble BKIOYAKOT B Ce6A HECKOIbKO acnekToB.

MepBblil acNeKT - 3TO CO0pP faHHbIX, HEOOXOAUMBIX ANA PaboTbl C UCTOYHUKAMU, TaKUMU
KaK TpaH3akuuun, AeincTBmsa nonb3oBaTenei, yCTPOMNCTBa, AaHHble, OTMPaB/ieHHble U MONYYEHHbIe
OT NaTéXHbIX CUCTEM, a TakKXe NOorMpoBaHne BaXKHbIX COObITUIA M TpaH3aKUWiA, C NOMOLLbLO
KOTOPbIX CUCTEMA CMOXET MPOBECTW MOC/ELYOLWNA aHann3.

CnepyrouimmM 3TanomM fBASETCA aHa/M3 AaHHbIX. AHTU(RPOA-CUCTEMA [O/HKHA NPOBepPAThb
cobpaHHble [JaHHble Ha aHoOManuu WKW MO 3apaHee OMNpejenéHHbIM MpaBuiaM, Hanpumep,
OrpaHMYeHne Ha KOMWYEeCTBO TpaH3akKLMil B Yac UM [eHb. Takxe NPOBepsATb Ha W3BECTHble
MOLUEHHUYECKME CXeMbl UAW LEeACTBMA NWL, KOTOPbIM 3anpelieHbl Te WX MHble onepauuun B
NWHTepHeTe. Bosiee CMOXHble CUCTEMbl WUCNOML3YKT MallMHHOe O06y4veHWe ANA aHanuMza u
BbIAIBNEHWSA aHOMaNWiA, KOTOPble MOTYT YKa3blBaTb Ha MOLLUEHHUYECTBO.

BnocneactBumn o6HapyXXeHUsi COMHUTENbHbIX AEWCTBUMA MNOMb30BaTeNs aHTU(POL-cUcTeMa
[0/DKHA NpeanpuHATL He0OX04MMble Mepbl, HanpuMep, OMoBeLleHe pa3paboTUYMKOB NPUIOXKEHNUS
AN afMUHWUCTPATOPOB, 4TOObI 4Ye0BEK MOI MPUHATb a[eKBaTHOe CUTyauuun pelleHue. Takxke
cucteMa MOXeT aBTOMaTMYeCcKu ONOKMpOBaTb MOLO3PUTENbHbIE oOnepauun uam  TpeboBaTb
[OMONIHUTENbHOW  ayTeHTUUKALMK, CaMbiM PacnpOCTPaHEHHbIM C/lyvyaem SABNAETCA MNepeBof,
orepauun B cTaTyc He0OX04MMOW MPOBEPKU U OXUAAHUS LeACTBUSA afMUHUCTPATOPA CUCTEMBI.

[ns KOppeKTHOW paboTbl CUCTEMbI HEOOXOANMO Ka4yeCTBEHHOe NOCTPOEHNE MHCTPYMEHTOB
OTYETHOCTU U MOHUTOPUHIA. AHTU(PPOA-CUCTEMA LO/HKHA FreHepupoBaTh OTHYETHI O eATe/IbHOCTH
M NOJO3PUTENbHBIX TpaH3aKUuMAaX, a TakXe YCMewHbIX MonbiTkax MOLeHHNnYecTea And
nocneayroLwero ynydiweHma cuctembl. C MOMOWbLID MOHUTOPUHIA MOABUTCA BO3MOXHOCTb
OTCNeXMBaTb IPPEKTUBHOCTb CUCTEMbI B PEXVME PeanbHOr0 BPEMeHMU.

CoBpeMeHHble aHTU(POA-CUCTEMBI CTPOATCA HA OCHOBE NMePeAoBbIX TEXHOOMUM, TaKUX Kak
NCKYCCTBEHHbIN MHTENNEKT, aHaMMTMKa 60/bLWNX AaHHbIX U 6/10KYeiH. PaCCMOTPUM KaXayto 13
3TUX TEXHONOTNn nogpobHee.

NCKYCCTBEHHbI  WMHTENNIEKT MNO3BOMSET CUCTEMaM aHain3mpoBaTb MUIMOHBI UK
MUNVapAbl TpaH3akuWii B peasibHOM BPEMeHW A1S BbIABAEHUA aHOManuii. Takue CUcTembl
006yyaroTca Ha OCHOBE UCTOPUYECKUX AaHHbIX U C MOMOLLbI MOCTOAHHOIO0 06y4YeHMs NO3BONAT
MOCTOAHHO aAanTUpPOoBaTbCA K HOBbIM CXxemaM o6maHa [Murphy, 2012].

®YHaHCOBbIE CUCTEMbI EXXEMUHYTHO reHepupyHoT 60/bline 06bEMbI JAHHbIX, KOTOPblE MOXHO
MCMoMb30BaTh /15 BbISBIEHNA NOJ03PUTENbHbIX AeCTBUA. CucTembl Big Data MOryT aHann3npoBaThb
noBeAeHNe KIVEHTOB W BbISBAATL NOLO3PUTENbHbIE AEACTBUA 1 MPOTrHO3MPOBATb PUCKN.

C nomollblo 6/10KYeliHa cucTeMbl 06ecneynBatoT NPO3PAYHOCTb Y HEM3MEHHOCTb AaHHbIX,
4yTO [JenaeT WX MNepcrneKTUBHbIM peleHnsM Angd 60pbbbl ¢ MOWEHHUYeCTBOM. BnokyeiH
MCMonb3yeTcs ANA perncrpauum TpaH3akumil, KOTOpble HEBO3MOXHO W3MEHUTb WAN Noadenatb,
4TO 3HAYMUTENIbHO NOBbILWAET 6€30NacHOCTb.

Mpouecc co3gaHMa  aHTUMPOA-CUCTEMbI  BK/IOYaeT B cebd TwarTefibHbI  aHanus,
NPOeKTUpoBaHMe, pa3paboTKy M TeCcTUpOBaHME Ha BCex 3Jtanax. Heob6XxogMmo y4uuTbiBaTb
YHUKa/bHble Yrpo3bl TOF0 WAN MHOTO NPUNOXKEHUSA U ONUPATbCA Ha HUX NPU NPOEKTUPOBAHMUM
KaYeCTBEHHOW cuCTeMbl. ITO TpebyeT [eTaNM3MPOBaAHHOIO aHanm3a UCTOPUYECKUX [AaHHbIX O
MOLUEHHNYECTBE N MPOrHO3MPOBAHNSA BO3MOXHbIX OyayLNX aTak.

Huxe O6yayT npuBefeHbl Lwaru, KoTopble HEo6XoAuMMbl AN cO3[aHusA 3DeKTUBHOWM
CUCTEMBI.
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MepBbiM WAaroM HeO6XOAUMO OMpPeaennTb Yrposbl MNPWUIOXKEHUID, KOTOpble MOTyT
BO3HMKHYTb B X0fe 3KcnnyaTauuun. Hanpumep:

o  danbCcuuUKauma  TpaH3akuuin.  HecaHKUMOHWPOBaHHble  ofepauuu,  KOTOpble
coBepLuatoTcs 6e3 Bnagesnblia cyeTa.

 Kpaxa faHHbiX. TlonyyeHume poctyna K  KOH(PUAEHLMaNbHOW  MH(OpMauum
nonb3oBaTeneil, AaHHbIM, TaKUM Kak Naposiv uam PUHaHCOBbIE PEKBU3UTHI.

* MOLWEeHHNYECTBO 4Yepe3 BO3BpaT CPeAcTB. 3anpocbl Ha BO3BpaT CPeACTB Mocne
Noy4YeHUs TOBapOB UN YCAYT.

e MOLWEHHNYECTBO C MaeHTUGMKaymei. icnonb3oBaHne yKpafeHHbIX UAN NOALENbHbIX
LOKYMEHTOB A1 NONYYEHUA KPEeLUTOB UM UHbIX onepawuii.

* OTmblBaHWe feHer. Mcnonb3oBaHMe onepauuin Ana feranvsauum CpeacTs, KOTOpble
ObINN NONYYeHbl HE3aKOHHbLIM NYTEM.

Mocne onpegeneHnss TWUMOB BO3MOXHOrO MOLLUEHHMYecTBa HeobxoAMmo paspaboTtartb
CLeHapum nx oCyLLecTBEHNS:

* MogenuposaHue atak. Heo6xogMmMo npogyMatb BO3MOXHbIe MOMbITKW MOLIEHHMKA MO
ob6xoAdy cyuiecTBylowWmMx mep 6e3onacHoCTU. Hanpumep, KakuM 06pa3oM OH MOXET MOAYYNUTb
AOCTYN K YYETHBIM 3anucam unm hanbcnumumnpoBatb onepaymm.

e Yda3BumocTu cucteM. Onpegennte cnabble mMecTa B CUCTEME, KOTOpble MOryT ObiTb
MCNOJIb30BaHbl MOLLEHHNKaMW.

* WcTopnueckne pfaHHble. [poBeguTe aHanuM3 Yy)e MNPOM30OLEAWNX MOLIEHHUYECKNX
MHUWAEHTOB B KOMMNAHUM UK cepe LeATebHOCTHU.

CrefytoUiMM Warom nocTpoeHns CUCTEMbl 60PbObI C MOLWEHHUYECTBOM AB/IAETCA OLleHKa
pUCKOB. Heo6Xx0aMMOo onpeaennTb BePOATHOCTb BOSHUKHOBEHMUS KaXX/40r0 TUMa MOLWEHHNYECTBa,
39TO MOXXHO OLEHWUTb HAa OCHOBaAHWM CTAaTUCTMYECKMX AaHHbIX UMM 3KCMEPTHbIX OLEHOK. Takxke
Heo6XoaMMO onpeAennMTb CTeMeHb BO3JEWCTBMS Ha OW3HEC B CAy4yae YCMNELWHOro
MOLLEHHNYECKOT0 AeNCTBMA, 3TO BK/IKOYAET Kak (hMHAHCOBbIe NOTepu, TaK 1 ywepb penyTaymu ¢
nocnesyrowmMmn pUaNYecKuMn nsgep>xkamm. Heobxogumo cosgatb tabnuuy Knaccugukaymm
PUCKOB MO CTEeneHW BEPOATHOCTM W CEepPbE3HOCTM MOCNeACTBMIA, TakMM 006pa3om MOXHO
BM3Yya/IN3MpPoBaTb KPUTUYUHbIE YIPO3bl.

[anee Heobxogumo npopaboTaTb (QYHKUMOHANbHble TpeboBaHUA CUCTeMbl. [ /1laBHbIM
TpeboBaHMEM K CUCTEME SIBASIETCS aHanM3 TpaH3aKuuii unu nnatexen, aHTUpoa-cucTemMa
[0O/MKHA YMETb cobupaTtb AaHHble 0 naaTeXxax M Nonb3oBaTensx, UX COBepLlalwmx, B peabHOM
BPEMEHU, Takue Kak Cymma, MHopMauus o KAneHTe, reorpamyeckoe pacnonoxeHue, Bpems u
Tak pganee. Takxe 06f3aHa aHanu3MpoBaTb CO6GPaHHble [AaHHbIE C MOMOLLbI anropuTMOB
BbIAIBNEHWUA aHOMa/Mn W CpaBHMBAHMUA TEKYLW WX [aHHbLIX C UCTOPUYECKUMU K ob6pabaTtbiBaThb
60nbWON 00bEM AaHHbIX 6e3 3af4epXXKM M 0TKAa30B CMUCTEMbI, YTOObI CBOEBPEMEHHO BbISBNATH
NOLO3pUTENbHbIE OMepaLun.

Takxe cucTemMa AO/MKHA NPeAoCcTaBnATb MOHATHbIA MHTepeinc Ans onepaTopoB W
aHa/IMTUKOB, C MOMOLLbI KOTOPOro He BO3HWMKHET MpobsieM And 6bICTPOro pearmpoBaHusa Ha
NHUMAEHTbI. [MpeaocTaBnATb HacTpavMBaemble OTYETbI M AawbopAbl, KOTOpble OTO6GpaxarT
OCHOBHble MeTPUKM U  WHUMAEHTbl, W CBOEBPEMEHHO OMOBelWaTb OMepatopoB WM
aAgMVHUCTPATOPOB B PEXWME peasibHOr0 BPEMEHM O CAYUYMBLUMXCA WHUWAEHTaX WM
NoAO03PMTENbHbLIX ONepaunsx 4epe3 pasnnyHble cnocobbl, Takne Kak SMS, email, push-
YyBEOMNEHNSA NN COOOLLEHNS B MECCEHKEPbI, Hanpumep, telegram.

MoMMMO (DYHKLMOHaNbHbLIX TPeboBaHN Heo6X0AMMO MpopaboTaTb HEeMPYHKLMOHabHbIE
TpeboBaHMA, Yalle BCEFO UX CAUCOK BbIFNAANT cneaytowmnm o6pasoMm. O4HUM M3 CaMbiX BaXKHbIX
MOMEHTOB MOCTPOEHUSI CUCTEMbl 60pPbObLI C MOLIEHHUYECTBOM SIB/ISETCH NMPOU3BOAUTENbHOCTb.
Cuctema fomkHa obpabaTbiBaTb TpebyeMOe KOAMYecTBO onepauuii B ceKyHay 6e3 noTepwu
CKOPOCTW MM KayecTBa aHanusza. O6ecrneymTb HU3KYIO 3a4epXKy npu o6paboTke AaHHbIX A5
npefoTBpaLLeHNS MOLWEHHNYECTBA 40 3aBEPLUEHNS MaaTexa.
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CucTtema Ao0/MHKHA MMETb BO3MOXXHOCTb FOPU3OHTA/IbHO MacliTabupoBaTbCs C MOMOLLLHO
f06aBNeHMA JONOMHUTENbHbLIX CEPBEPOB U PECYPCOB AN 06paboTKM YBENINUYMBAIOLWUXCA AaHHbIX.
CTouNT paccMoTpeTb MCMOMAb30BaHME 006M1a4YHbIX TEXHONOrM W nnatopMm s rubkoro
MacluTabupoBaHusa 1 pacnpefeneHuns Harpysku, Hanpumep, AWS unm Google Cloud.

HemanoBaKHbIM NYHKTOM SBASIeTCA  6€30MaCcHOCTb  pa3pabaTbiBaeMoOli  CUCTEMBI.
Heobxogumo wWwundpoBaTh JaHHble MpU nepejavye W XpaHEHWUW, WUCMONAb3YysS COBPEMEHHbIe
npotokonbl u cTtaHaaptel (TLS, AES). A Takxe cnegosaTb CTaHAapTaM 6e30MacHOCTU B
3aBMCUMOCTU OT HOPUCAUKLUKN K oTpacnesblx TpebosaHuin (PSI DSS, GDPR, I1SO 27001) [YT0
Takoe PCI DSS n Kak nponcxoanT npoBepKa Ha CoOOTBETCTBME CTaHaapTy?].

Mpy NOCTPOEHNUN aHTUPPOL-CUCTEMbI CaMbIM MPOBGIEMHBLIM MECTOM MOXXET CTaTb XpaHeHMe
obpabaTbiBaeMbIX WM UCTOPUYECKUX AaHHbIX. B cnyyae Mcnonb3oBaHWs pensumoHHbIX 6a3
JaHHbIX, Hanpumep, PostgreSQL wunn MySQL, Bbl CMOXeTe CTPYKTYpupoBaTb AaHHble U
obecneynTb HafgEXHOCTb TpaH3akumin ¢ nomowbio ACID, HO Npu pocTe Harpy3oK pensunoHHbIe
6a3bl AaHHbIX MOryT [06aBUTb MaccCy C/I0XHOCTeil Kak npu A06aBNeHUW [aHHbIX, TaK WU Npu
nonyyYeHUn, MHOTa NPOCTENLWNA 3anpoc 6e3 MHAEeKCa MOXET YBE/MUYNTb 3HAYUTEIbHO Harpysky
Ha 6a3y [aHHbIX W Ha BCH CWUCTEMY B LEJSIOM, KaK WTOr CUCTemMa MepecTaHeT ObiTb
0TKa30yCTO4YMBON. Yalle BCEro npu MOCTPOEHUM TaKOro poja cuctem mcnonb3yroTcs NoSQL
6a3bl fJaHHbIX, C TMOMOLWbK HMX [AOCTAaTOMHO MNPOCTO XpaHUTb 6OMbWON  06bEM
HECTPYKTYPUPOBaHHbLIX  AaHHbIX M 06ecrneynMTb  BbICOKYHD  MPOU3BOAUTENIBHOCTL U
macwtabupyemMocTb, B KayecTBe npumMepa MOXHO npusect MongoDB, Cassandra wnu
DynamoDB. [na 6bICTpOro JoCTyna K 4acTO MCMOMb3yeMbiM [aHHbIM CTOUT WCMO/b30BaTh
CMCTeMbl KewlmpoBaHus, Hanpumep, Redis nnm Memcached.

[ns nocTpoeHns CO6GCTBEHHOW NNaToOpMbl Ha OCHOBE MALUMHHOTO O00YyYEeHUS MOXHO
MCNoMb30BaTh CyLEeCTBYHOLWME (PEAMBOPKN N UHCTPYMEHTHI:

e TensorFlow: MonynsapHbin dpelimBopk oT Google ans co3gaHna 1 06yyeHns mogenei
rny6oKoro oby4eHus.

* PyTorch: TM6KWA MHCTPYMEHT ANS UCCef0BaHN 1 pa3paboTKn mMogeneid MallMHHOIO
06yyeHus.

» Scikit-learn: Bubnnoteka AN KNaCCMYECKOro MAWMWHHOIO 06y4vyeHns € 60/bLINM
KONMYECTBOM airOPUTMOB U UHCTPYMEHTOB.

 H20.ai: Ona aBTOMatmM3ayuy npouecca 0b6yyeHUs MoOAenein M noumcka onTUMabHbIX
napameTpos.

* Tableau, Power Bl: 1ns co3gaHns MHTEPAKTMBHbLIX AaLLIO0PA0B 1 OTHETOB.

Mocne Bbl6opa MOAXOAAWMX WHCTPYMEHTOB, KOTOPble MOMOrYT B MOCTPOEHUWU BaLleid
cucTembl, HeobXoAUMMO pa3paboTaTb €e apxXUTeKTypy, Aydywe pasfenuTb CUCTEMY Ha
He3aBUCUMble KOMMOHEHTbI:

» CoO6op gaHHbIX. Mofy b, C MOMOLLLIO KOTOPOro NpuioXeHve 6yaeT cobmpaTtb U XpaHUTb
JaHHble Ans 06paboTKKM, a TakXkKe UCTOpUYecKMe fdaHHble Ana obydveHus Al nam mawUHHOrO
00y4yeHus.

e AHanu3 fgaHHbiXx. C NOMOLLbI AaHHOrO0 Moayns 6yaeT ocyllecTBfeHa 06paboTKa U
aHanu3 [aHHbIX C MOMOLLbI Mofenel MawwuHHoro obyyeHmsa wmnm Al [Goodfellow, Bengio,
Courville, 2016; Anderson R. 2020].

» PearumpoBaHve Ha aHOManuu. [laHHbI MoAynb OyfeT OTBevyaTb 3a OMOBELLEHUE WK
6/10KMPOBKY Onepauuii, a Takxe 3a B3aUMOAENCTBME C aAMUHUCTPATOPOM WUIN ONEpPaTopoM.

* OTYETHOCTb M BM3yanu3auusa faHHbIX. IHCTPYMEHT ANA MOHUTOPUHIa paboTbl CUCTEMbI
N NpeacTaBneHns faHHbIX 419 0NepaTopos.

Mocne ycnewHoW peanu3aunn aHTUPPOA-CUCTEMbI HACTynaeT 3Tan e€ TeCTMPOBaHUA.
Heo6Xx04MMO NMOKPbITb C MOMOLbLIO (PYHKLMOHANLHOTO TECTUPOBAHUA BCE CLEHapUM CUCTEMbBI U
npoBefeHne Harpy3o4HOro TeCTMPOBaHUA, B X04e KOTOPOro 6yAeT BO3MOXHO MPOBECTU OLEHKY
NPOM3BOAMTENbHOCTM C YYETOM BEpPOATHOrO KOAMYEeCTBa oOnepauuin M MMUTauumM MNUKOBbIX
Harpysok. TakXe Heo6X04MMO NPOBECTU 3aMepbl Ha BpemMsi OTKAUKa, NOTpebieHne pecypcos u
cTabunbHOCTb. [NA HarpysouyHoro TecTMPOBaHMA MOXHO MWCMO0/Ib30BaTb WHCTPYMEHTHI,
Hanpumep, JMeter, LoadRunner nnu Axgekc.TaHk.

923



SkoHomuKa. NHdopmaTuka. 2024. T. 51, Ne 4 (919-925)
Economics. Information technologies. 2024. V. 51, No. 4 (919-925)

Mocnegyowmm 3TanoM CTaHOBMTCHA pa3BEpPTbIBaHWE CUCTEMbl, ANA 3TOr0 HeobX0AMMO
paspaboTaTtb feTafbHblAi NAaH W 3Tanbl BHeApeHMs, paboTy CUCTEMbI CTOUT HayaTb C
OrpaHMYEHHOro BHEeAPEHMS HA HEOOMbLLIOM CEerMeHTe NOMb30BATENEN UM OMepaLnii.

B Mupe MHOXeCTBO MNPUMepOB YCMELWHOro BHEAPEHUS aHTUMPOL-CUCTEM, MHOXECTBO
KPYMHbIX KOMMNaHWA MOTyT MO3BONUTL cebe MOCTPOeHUe COBCTBEHHbLIX CUCTEM A1 MUHUMU3ALUN
PUCKOB W 3aBUCMMOCTW OT APYIMX KOMMaHWi, HanpuMmep, B CTaTbAX [3anycK YMHON aHTU(poOA-
cuctembl: onbIT CBoero baHka; baHkn Kbiprbi3cTaHa BHeAPAKT aHTU(POA-CUCTEMbI A1 60pbObI C
MOLUEHHMYEeCTBOM] ecTb yCneLUHble MpUMepbl BHeApPeHNs. Ho aAns He60MbLUMX KOMMaHWIA Yallie BCero
CTOMT 3agymatbCa 06 WUCMNONb30BAHUN YXXe pealM30BaHHbIX CUCTEM APYrnX KOMMaHWUNR,
pacnpocTpaHaeMblX MO MAATHOW MOAENU, C MOMOLLbID KOTOPbIX B AOCTAaTOYHO KOPOTKUE CPOKM
BO3MOXXHO MHTErpupoBaTh aHTU(POA-ccTeMY B B13HeC. B TaKOM ciyyae KOMMaHUM MUHUMUSNPYIOT
CPOKM BbIMOSIHEHWA WHTErpauuMm W nepeknagbiBaloT 60MbLWONA NAacT paboTbl Ha BHELLHIOKW
KOMMaHWIO, YTO MO3BOMISAET COCPELOTOUUTLCA Ha APYrux ciepax AeATeIbHOCTU 1S YBelUMYeHus
npuobIiNn. B KayecTBe npumepa MOXXHO NPUBECTU CNefyHoLLe N3BECTHbIE aHTU(POL-CUCTEMBI:

e ArkOwl: NHCTpyMeHT Ans NPOBepKWM 3NEKTPOHHOW MNouThbl U TeneOHOB B peXxume
peasbHOr0 BpeMeHW, NOMOrawLmnii o6Hapy>nBaTb MOLIEHHWYECTBO Ha 3Tane perucrpayuu u
TpaH3aKumii.

e SEON: TMnaTtdopma pAnd npefoTBpalleHNs MOLIEHHMYeCcTBa, MNpPeaoCcTaBAAoLLan
WHCTPYMEHTbI ANS OLEHKN PUCKOB TpaH3aKLMiA N NPOBEPKU LUGPOBbIX CNef0B NO/b30BaTesNel.

» Feedzai: MnaTtdhopma Ana ynpaBneHns puckamm B 061acT PUHaAHCOBbIX NPECTYNNEHWNA,
KoTopas nomoraer 6aHKam W MJaTeXHbIM cucTeMam OOHapyXuBaTb W NpeAoTBpalath
MOLUEHHMYECTBO. Mcnosib3yeT MallMHHOE 06yYeHne 1 aHan3 60/1bLNX LaHHbIX.

» Sift: Mnaropma uudposoro fosepusa 1 6e30MacHOCTA, KOTOpas MCNOJb3yeT MalUVHHOe
obydyeHne AN O6GHApYy>XeHWA W NpefoTBpalleHns MolueHHW4ecTBa. Sift moMoraeT KoMnaHUAM
3alNTUTBLCA OT Pa3/IMYHbIX TUNOB MOLLUEHHNYECKNX AeMCTBUIA, BK/THOUAA 3aXBaT aKKayHTOB 1 Cram.

3aK/o4yeHune

PaspaboTka 1 BHefpeHWe cucTeM nst 60pbObl C MOLWEHHUYECTBOM TpebyeT TLLaTeNbHOro
nogxofa v nnaHMpoBaHUs, HEOOXOAMMO MCNO/Mb30BaTb COBPEMEHHbIE TEXHOMOMUMW U PerynsapHo
06HOBNATL cucTeMYy. KomnaHuu, KOTOpble BHEAPAOT aHTUPPOL-CUCTEMbI, MOTYT 3HAUNTENILHO
CHU3UTb PUCKU (PUHAHCOBLIX NOTEPb W 3aAWMUTUTL AaHHble KAWEHTOB. BaXHO MOHMMaTb, 4TO
6opbba C MOLIEHHWYECTBOM - 3TO HeMNpepbIBHbIA MNPOLECC, KOTOpble TPebylT MOCTOAHHOIO
BHMMaHUS 1 afantaunmn K HOBbIM yrpo3am.
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