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AHHOTaung

Ha cerofHsAWHNA aeHb 6aHKOBCKas fAefATeNbHOCTb ABMAAETCA OLHON M3 obnacTeil, B
KOTOPbIX MPUMEHEHME LUGPOBbLIX TEXHONOTUI peann3yeTcs Hanbonee ahheKTUBHO.
B cTaTbe BbigeneHbl NPeAMETHO-CYLWHOCTHbIE NpenMyLecTBa LudpoBusaynum ycnyr
ONA KOMMepUYecKux 6aHKOB U UX K/IUEHTOB.

Mpun 3TOM HeNb3s He OTMETUTHL, YTO LM pPOBU3aLKS yCcayr cnocobcTBoBana hopmumnpo-
BaHWIO 3HAYUTE/IbHOTO KOMMYECTBAa PUCKOB pPa3MYHON NPUPOAbI 415 BCEX IKOHOMMU-
YeCcKMX CyO6HEKTOB, BKOUYas BAaHKOBCKUE YUPEXAEHUA U UX KNIMEHTOB. B cTaTbe npu-
BELleH nepeyeHb BO3MOXHbIX MOTEHUMaNbHbIX Yrpo3 Ans 6aHKOB U UX KNWEHTOB B
npouecce npefocTaBfeHns 6aHKaMU PUHAHCOBBLIX YCAYT C MOMOLLbIO LU POBbLIX TEX-
HOMOTMIA 1 LUPPOBLIX KaHanoB gocTyna K (hUHaHCOBbIM pecypcam. Bcsa coBokyn-
HOCTb TaKUX PUCKOB aBTOPOM KiacCuuumupoBaHa Ha fBe Fpynnbl: KIMEHTCKUE PUCKN
N 6aHKOBCKUWE PUCKM, MpUBeAeHa NOLPO6HAaA OLEeHKa KaX0in 13 rpynn prcKoB.
Moapo6HO pacCMOTPeHbl AECTPYKTUBHbIE MOCNEACTBUA MCMNONb30BaHUA GaHKaMu K
X KIWeHTaMu UMGPOBLIX TEXHOMOTMA B Npouecce MCNOMb30BaHWA (PUHAHCOBBIX
YCAYr, B YaCTHOCTW UCCNef0BaHbl UHLUWUAEHTbI NOAYYEHUS HECAHKLMOHWPOBAHHOIO
focTyna K NepcoHafbHbIM AaHHbIM K/IMEHTOB, & UMEHHO NpoaHanu3npoBaHbl 061 as
AVHaMuMKa onepauuin 6e3 cornacms KANMEHTOB, AMHAMUKa UHUWAEHTOB B paspese no
TUNam ¥ BEKTOpam atak (PULWnHT, coumanbHas UHXeHepuUs, BpeLOHOCHOE NporpaMmm-
Hoe o6ecneyeHune), a TakKXe AMHaMUKa TeneoOHHOro MOLIEHHNYECcTBa B GaHKOBCKOWA
cpege.

BbIgBfeHbl MeponpuAaTUA Mo NPOTUBOAENCTBUIO HECAHKLMOHUPOBAHHOIO AOCTyna K
[JaHHbIM K/IMEHTOB, a TaKXe BblfefieHbl 06l e TpeHAbl TpaHcopMaLum 6aHKOBCKOIO
CeKTopa B YC/OBMAX LMUPpoOBU3AL NN YCAYT.

KnwueBble CNOBa: LUUMPOBU3ALMUS, LUGDPOBbIe TEXHOMNOTUN, KOMMEPUYECKME BaHKMW,
GaHKOBCKME YCNYTKn, UN(POBbIe YCAyrn, 6aHKOBCKME PUCKK, (BMHAHCOBOE MOLLIEHHM-
YecTBo.
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Abstract

Today, banking is one of the areas in which the use of digital technology is imple-
mented most effectively. The article highlights the substantive and essential ad-
vantages of digitalization of services for commercial banks and their clients.

At the same time, it should be noted that the digitalization of services has contributed
to the formation of a significant number of risks of various natures for all economic
entities, including banking institutions and their clients. The article provides a list of
possible potential threats to banks and their clients in the process of providing financial
services using digital technology and digital channels of access to financial resources.
The author classifies the entire set of such risks into two groups, which are client risks
and banking risks, and provides a detailed assessment of each of the risk groups.

The destructive consequences of the use of digital technology by banks and their cli-
ents in the process of using financial services are examined in detail, in particular,
incidents of gaining unauthorized access to clients’ personal data are examined,
namely, the general dynamics of operations without customer consent, the dynamics
ofincidents in the context oftypes and vectors of attacks are analyzed (phishing, social
engineering, malware), as well as the dynamics of telephone fraud in the banking en-
vironment.

Some measures to counter unauthorized access to customer data were identified, and
general trends in the transformation of the banking sector in the context of digitaliza-
tion of services were highlighted.

Key words: digitalization; digital technology; commercial banks; banking services,
digital services; banking risks; financial fraud
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agement”, Research Result. Economic Research, 9(4), 94-105, DOI: 10.18413/2409-
1634-2023-9-4-0-9

95

Introduction

The advancement of science and tech-
nology has promoted the innovation of tradi-
tional industries; digital transformation has
gradually become a trend [Zhu Y., Jin S,
2023]. The modern economy requires the in-
troduction of digital technology in various
fields of activity, including financial and credit
sphere, which allows all market participants to
receive benefits. However, when introducing

new technology, certain difficulties and nega-
tive consequences from total digitalization
arise.

To a large extent, the introduction of
modern technology into the activities of the
banking sector of the economy is conditioned
by the desire of financial institutions to im-
prove the quality of service delivery and
thereby increase their own competitiveness.
W ith the help of digital services, the principles
change and the quality of services provided to
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customers improves, and the volume of online
transactions  accelerates  and increases
[Vaganova O.V., Gordya D.V., Sidibe M.,
Golubotskikh V.N., Pryadko E.A., 2023]. This
will ensure conditions for strategic and long-
term development. However, for banks and
their clients, digitalization carries certain
threats and risks, the occurrence of which
could negatively affect their financial condi-
tion, maintaining confidential personal, indi-
vidual and financial information.

That is why the significant effort of the
Central Bank of Russia and commercial banks
directly, is aimed at providing maximum pro-
tection of their own activities and information
about customers. However, periodic cases ob-
served in this area, losses of funds by clients of
banking and non-banking institutions indicate
the presence of quite complex and systemic
problems in this area. This predetermines the
need to conduct additional research for the pur-
pose of applied description of the main threats
of digitalization, primarily for banks and their
clients in the process of providing/receiving fi-
nancial services. However, periodic cases ob-
served in this area, as well as losses of funds
by clients of banking and non-banking institu-
tions indicate the presence of quite complex
and systemic problems in this regard. This pre-
determines the need to conduct additional re-
search for the purpose of applied description of
the main threats of digitalization, primarily for
banks and their clients in the process of provid-
ing and receiving financial services.

Discussion
Digital technology today really pierces
virtually every sphere of social relations. Its in-
fluence is especially felt in the economic sphere,
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where the use of advanced information technol-
ogy allows economic entities to increase their
own efficiency and level of competitiveness.
Accordingly, in the banking sector, the use of
the potential of such technology is a very im-
portant tool of financial activity for banking
institutions, given the fairly high level of
competition between them. It is the active role
of banks in the development, adaptation, mod-
ernization and use of digital technology in
their own work that has ensured a sufficiently
high digitalization of the entire sphere of
banking services. The overall impact of the
extensive development of digital services and
the use of information and communication
technology currently includes the following
benefits for banking institutions and for their
clients (Fig. 1).

However, in addition to the obvious ad-
vantages for the banking industry, digital
technology also contributes to the emergence
of new threats for both banks and their cli-
ents. Security issues are becoming especially
important in the area of banking services,
where the level of fraud and losses can be
quite high, and solving problems can take a
significant period of time. Also, ensuring the
reliability of financial transactions and pro-
tecting information for banks and their cli-
ents is one of the components of building a
bank’s reputation [Tan J., 2023], which in
any case affects the quality of its work and
the formation of conditions for long-term de-
velopment in the future.

Fig. 2 presents potential threats to banks
and their customers in the process of using fi-
nancial services through digital technology and
digital channels of access to financial re-
sources.
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Increased bunking confidentiality

Permanent accent to banking services

hanks

Easy archiving of all payments and other transactions

Reduced time for banking operations, better access to
information on financial institutions
IticdMscd level of monitoring ofown funds continuous reporting

on ihe account Hants, transfer* of fundi, their crediting and
debiting

commercial

Reminder from banking institutions to customer» on nubsequcnt
payments on obligations under existing agreements

Ability to carry out financial transactions and manage
funds online

Increased level of availability of borrowed funds

Easy settlement, transfers, bill payments

Advantages o digitalization of services for

Wide range of additional financial services that can be
obtained online (insurance, investing, deposits)

Fig. 1. Advantages of digitalization of services for banks and for clients of commercial banks
Source: [compiled by author]
Puc. 1 MpenmyuiecTBa Uugposmsaynuy ycnyr gns 6aHKoB 1 N KIMEHTOB KOMMepPYeCKnX 6aHKOB

Digital and rcctiBolttgk'Al atf*ck% ftiat ark™ in the ritrrtul enmmwunkun <fibr hank and ran crcate threat*
t« the rff«1hr and prngrwhv dririnprnrnt of vocul marnt intrim

Fig. 2. Potential risks and consequences for banks and their clients arising in the process
of providing digital services
Source: [compiled by the author]
Puc. 2. MoTeHyManbHble PUCKU 1 NOCNEACTBUS AN BAHKOB N UX KMEHTOB,
BO3HUKaAlOLWMe B MpoLecce NpeocTaBieHnsa LMPpPoBbIX yCayr
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Thus, it can be stated that the digitaliza-
tion of services has contributed to the for-
mation of a significant number of risks of dif-
ferent nature for all economic agents, including
banking institutions themselves and their cli-
ents. We will conduct a more detailed consid-
eration of the threats and risks of digital trans-
formation of the financial services market for
banks and their clients. According to the au-
thor, it is advisable to divide them into two
groups: client risks and bank risks.
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loss of financial resources from credit, deposit
and current accounts, which may arise in the
process of using digital technologies, taking
into account specific personal characteristics
ofthe person. These include the following:

1 Insufficient level of digital literacy
(Fig. 3).

2. Digital inequality in society and dif-
ferent access to information and communica-
tion technology, as defined by household areas

(Fig. 4).

Client risks represent potential threats of

Fig. 3. Digital skills of Russians: 2020-2022 (in % of the total population aged 15 and older)
Source: [Kuzina L.S., Popov E.V., Shcherbakov R.A., 2023]
Puc. 3. UudpoBble HaBbliky poccusiH: 2020-2022 rr. (B % OT 06LLEA YNCNEHHOCTN HAceNeHUs
B Bo3pacTe 15 feT u cTapluie)

84.0 86.6 Availability:
791 74 8 763 76.9 80.0 Internet access
4 oA ' 82.6 85.5 Broadband internet access
707 726 e 10
66.8
2015 2016 2017 2018 2019 2020 2021 2022

Fig. 4. Availability of Internet access in households (in % ofthe total number of households)
Source: [Kuzina L.S., Popov E.V., Shcherbakov R.A., 2023]
Puc. 4. Hannune gocTyna B UHTEPHET B IOMOX0351ACTBAX
(B % OT 06LIEN YNCNEHHOCTN JOMOXO3S/ACTB)

1) hacking, loss of individual financial
information;

2) dissemination of fake information
about the functioning of financial institutions,

The banking risks of using digital tech-
nology, which can lead to destructive conse-
quences in the process of using financial ser-
vices, include the following:
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using the names of banks and non-banking in-
stitutions to send fraudulent messages;

3) manipulation of human conscious-
ness, which can be carried out through the use
ofthe latest digital technology to influence hu-
man behavior (contextual advertising, manipu-
lation of facts, statistical information);

4) cyber-attacks against the operation of
financial institutions that result in the loss of
individual information that may spread in the
future;

5) psychological influence to induce
households to irrational behavior in the sphere
of financial decision-making as a result of the
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use of modern digital technology (chat bots,
calls, etc.).

Massive data leaks in 2021-2023 have
affected many organizations and individuals
both in Russia and around the world. In several
incidents, such well-known companies and
services as Gemotest, SDEK, Yandex.Eda,
DOM.RF, Sovkombank, MTS-Bank, etc. have
suffered [Current Cyber Threats .. , 2023].
Statistical data on the total number of destruc-
tive effects of the use of digital technology by
banks and their customers in the use of finan-
cial services are presented in Tables 1-3:

Table 1

Operations without customer consent

Tabnuua 1

Onepauuu 6e3 cornacus KNMeHToB

Number of .
. Volume of opera- Percentage of reim-
operations . . Percentage of
. . . tions without cus- . . bursed (returned)
Period oftime without cus- social engi-
tOMmer con- tomer consent, neering. % funds (compared to
thousand rubles 9. volume), %
sent, pcs
General indicators
1Q 2021 237737 2873356.49 56.2 7.3
1Q 2022 258097 3294160.94 52.5 6.2
1Q 2023 252111 4549282.42 50.5 4.3

Operations without customer consent through remote servicing channelsfor individuals

1Q 2021 48 250 1 126 831.54 81.9 15
1Q 2022 39 731 1660 927.42 72.0 11
1Q 2023 251456 3946664.03 64.24 6.2

Operations without customer consent through remote servicing channelsfor legal entities

1Q 2021 1504 562 400.55 78.6 1.2
1Q 2022 1293 147 632.59 69.3 2.5
1Q 2023 655 105815.39 23.8 154

Source: [Information security incidents

..., 2023]
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Table 2
Incidents by type and vector of attack (pcs)
Tabnuua 2
MHuMaeHTBl MO TUMaM 1 BEKTOopaMm aTak (ea.)
Incidents 1Q 2021 1Q 2022 1Q 2023
Attacks aimed at clients of financial organi- 963 705 1889
zations.
Phishing attacks.
Attacks aimed at clients of financial organi- 10 136 9 691 19608
zations.
Social engineering attacks.
Attacks aimed at clients of financial organi- 56 50 75
zations.
Attacks using malicious software (mal-
ware).
Other incidents 137 284 47
Source: [Information security incidents ..., 2023]
Table 3
Fraudulent phone numbers and Internet resources (pcs)
Tabnuua 3
MoweHHNYeCKMe TenlePOHHbIE HOMEPA U MHTEPHET-pecypchbl (ea.)
Fraud channels 1Q 2021 1Q 2022 1Q 2023
Fraudulentphone numbers: detected
Using +7 (800) numbers 335 683
Telephone numbers 4 185 71 284 9087
Mobile numbers 1786 17 935 87146
Fraudulent Internet resources: removedfrom delegation

Unlicensed activity 111 1489
Malware 2 75
Financial pyramids 57 1348

Source: [Review of reporting on information

We also note that digital technology sig-
nificantly complicates the process of detecting
and identifying fraudsters, which requires
large financial resources and time from bank-
ing institutions. Therefore, clients will wait a
long time for a decision on the return of their
lost funds.

Despite the advantages of introducing
digital services, banks are exposed to high
risks of gaining unauthorized access to clients’
personal data. For example, according to offi-
cial statistics ofthe Ministry of Internal Affairs

., 2023]

ofRussia, the total number of registered crimes
under Article 159 of the Criminal Code of the
Russian Federation “Fraud Committed Using
Information and Telecommunication Technol-
ogy or in the Field of Computer Information”
haws increased by 13.3% in 2022 and has
reached 238,560 criminal attacks, which is
46.1% of the total number of all crimes of the
designated category [Madatova O. V.,
Pisarenko K. V., 2022]. Abroad, the customer
data protection system is being revised to ad-
dress this issue. As recommended by the Basel
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Committee, the acceptance of payments online
includes the following requirements:

1. Bank must identify and monitor cli-
ents represented by natural and legal persons.

2. Each bank should develop measures
to neutralize the threats of obtaining unauthor-
ized access to personal data of customers.

In order to minimize the risks of fraud

HR-systems

Encryption Tools

101

associated with the introduction of digital tech-
nology, the bank should develop regulations,
recommendations and instructions, documen-
tation with clear key performance indicators,
as well as training materials for professional
development of employees, which should be
available for review by all bank personnel.

The following instruments, presented in
Fig. 5, may be used by banks to offset these risks.

Data Loss Prevention
Software

Fig. 5. Instruments for minimizing the risks of unauthorized access to information of bank clients
Source: [Risks on the path to digital transformation ..., 2021]
Puc. 5. IHCTPYMEHTbI MUHMMM3AL NN PUCKOB HECAHKLLMOHMPOBAHHOTO JOCTYNa K UHGOpMaLmum
KNMEHTOB 6aHKOB

We must not forget that the basic asset in
the digital space is information, and data secu-
rity is one ofthe components of the foundation
of the digital economy, while potential losses
from cyber-attacks on the financial system can
reach about 5% of GDP [Central banks and cy-
bersecurity risks ..., 2022]. In order to ensure
information interaction and coordination of
work to combat crimes in the IT sector, the
Bank of Russia created the Center for Monitor-
ing and Response to Computer Attacks in the
Credit and Financial Sphere (Financial CERT
of the Bank of Russia). Recognizing the need

for consolidation on the issue of information
security, the Association of Russian Banks
launched a platform for exchanging data on
cyber threats. The platform allows participants
to automatically receive verified and relevant
information online. The platform is based on a
REST API, which makes it possible to auto-
mate security settings without human interven-
tion. If necessary, credit institutions can re-
ceive support from technical specialists who
will help set up the credit institution’s security
measures for subsequent use and integration
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with the platform. The advantages of the plat-
form are the aggregation of more than 26
sources of threat data (Financial CERT, tele-
com operators, BI.ZONE), uploading only use-
ful information to protect the bank and auto-
mating the process of applying this infor-
mation. The functionality of the platform can

-Ur* Cyber security

Research Result. Economic Research. Vol. 9. Ne 4.2023. P. 94-105

be used in both large and small organizations
that do not have advanced security tools and
highly qualified personnel.

Thus, it is possible to distinguish some
general trends oftransformation ofthe banking
sector in terms of digitalization of services

(Fig. 6).

« With the growth of the Internet space, the issue of cyber security is taking to a
fundamentally new level. This leads to an increase in investment in information

security

B2B marketplaces

* Like retail consumers, businesses need comfortable conditions for online

Digitalization of public services

shopping and a variety of payment methods

< hi addition to the external motivation of organizations, digitalization of the economy contributes to
the development of the digital state, the purpose ofwhich remains the same, namely, interaction
X with llie population mid tuismess In addition, it eliminates corruption, saves time and money

Cross-border cooperation

» Investments in the development of international associations create priorities for
the years ahead. Moreover, the potential of such alliances is evident

Creation of common IT platforms

J » This leads to the creation of common digital solutions, stimulating joint search for

solutions

Fig. 6. General trends in the digitalization of services
Source: [Borkova E.A., Osipova K.A., Svetlovidova E.V., Frolova E.V., 2019]
Puc. 6. O6wune TeHgeHUMN LnudpoBm3aLumn ycnyr

When analyzing the activities of Russian
banks in the field of cybersecurity, it is neces-
sary to note the contribution of PJSC Sber-
bank, which, developing its own development
strategy, takes into account the regularity of
cyber-attacks and seeks to increase the security
of data, reducing time and money losses to
zero. As for B2B-marketplaces, PJSC Shber-
bank launched SberB2B (a platform for the
sale of goods and services of any customers
and sellers) in 2018. The main reason was the

negative dynamics of the B2B sector in the
country, which had led to significant losses of
time and money. In the field of digitalization
of public services, it is worth noting, for exam-
ple, the system created in March 2019 that pro-
vides remote issuance of certificates for hous-
ing property in Moscow [Khakimova., G.R.,
Konstantinov, P.S., Khaliullin, T.1.,
Shchipletsova, N.l., 2021]. The “Interreg Bal-
tic Sea Region” proyect is a good example in
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the area of cross-border cooperation. It is fo-
cused on innovation, modern transport and nat-
ural resource management. Common IT plat-
forms include the ERA, the 3rd generation
DATACHAINS.world blockchain platform.
B o6nacTu TpaHCrpaHM4YHOro coTpyaHuU4YecTBa
APKUM MPUMepPOM cTan NPoekT «MHTeper. Pe-
rMOH BanTMNCKOro mopsa», HaleneHHbIn Ha
pa3BUTME MO TaKUM HanpaB/ieHUsIM, KaK UHHO-
BaLuW, COBPEMEHHbI TpaHCNOPT W ynpasne-
HWe MPUpPoAHLIMK pecypcamun. Cpeamn 06w mMx
IT-nnatpopm MOXHO OTMeTUTbL ERA - 6510K-
JyellH-nnatTpopmy 3-ro MOKOJIEHUNA
DATACHAINS.world [Priority directions of
digital transformation ., 2020], which has be-
come a solution not only for individuals, but
also for commercial companies, as well as gov-
ernment agencies.

Conclusion

In conclusion, the study found that mod-
ern information and communication technology
and digital services have had a powerful impact
on the functioning of banking financial institu-
tions, which is fundamentally changing the basis
oftheir activities. The use ofthe significant po-
tential of information and communication tech-
nology in the process of operation of commercial
banks has significantly influenced the processes
oftheirinteraction with their own clients. The ar-
ticle highlights the main consequences of the
digitalization of financial relations, which in-
cludes formation of a significant number of risks
of different nature for all economic agents, in-
cluding banking institutions themselves and their
clients. The threats and risks that banks and their
clients receive as a result of further digital trans-
formation ofbanking services are analyzed and a
number ofinstruments are proposed to neutralize
them.
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