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AHHOTaums

WccnegoBaHne — nmocBAWeHO — npobneme  MHGOPMAaUMOHHOM  6e30MacHOCTM  CUCTEMb
OMCTaHUMOHHOTO 06pa3oBaHMA By3a. BblaeneHbl (yHKUMW, 3a3gauun, CyObeKTbl U 3/1eMEHTI
CUCTEMbI [AUCTAHLMOHHOrO 06pa3oBaHMs. OnpefefieHbl LieHHble aKTVBbl Y MH(OPMALMOHHbIE
pecypcbl. OnucaH TEXHOMOMMYeCKUid  npouecc 06pabOTKM  MHGOpPMaUMM B CUCTEME
OMCTaHUMOHHOTO 06pa3oBaHns M BbldenieHbl ero yassMmoctu. CocTaBneHa Mogenb Yrpos wu
Bblfe/leHbl OCHOBHble Hanpas/ieHusi obecrneyeHns 6e30MacHOCTU CUCTEMbI AUCTAHLMOHHOIO
o6pasoBaHus. lNMokasaHa HEOOXOANUMOCTb NPOBEAEHNST PErYNSPHON OLIEHKM 3alLMILEHHOCTM, KaK
CpefCcTBa KOHTPO/IS 3(eKTUBHOCTM CUCTEMbI 3aLmThI. TPeaioXXeH 1 (hopMann3oBaH NOLAXOL, K
BbIOOPY  pauMOHaIbHOTO  MeTOAa  OUEHKM  3aliMLLEHHOCTU  CUCTEMbl  AUCTaHLMOHHOIO
06pa3oBaHus. B COOTBETCTBMM C pa3pabOTaHHbIM MOAXOJOM MPOBEAEH CPaBHUTE/bHbIA aHanu3
METOJ0B OLEHKM 3alMLIEHHOCTM, MNOKas3aBLUMA, 4TO npu pa3paboTKe MOAenu OLEeHKU
sawmeHHoctn  CAO Bysa HambGosniee pauvoHaNbHBIMU ABNSAKOTCA METOAbl KOIMYECTBEHHO-
KayeCTBEHHOIN OLEHKW 3aLMLLEHHOCTI MO YPOBHAM M KBA/IMMETPUYECKUM LLKaaM.

KntoueBble €noBa: MHPOpMaLMOHHasA 6e30MacHOCTb; Yrpo3a; ataka; MH(POPMALIMOHHAA CUCTEMA;
obpa3zoBaTe/ibHOe yUpeXxaeHve; Mojesb Yrpos.
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Abstract

Research is devoted to information security problem of distance education university system. The
functions, tasks, subjects and elements have been determined in the system of distance education.
The technological process of processing information in the system of distance education is
described and are marked its vulnerability. The model of threats is made and identified basic
directions of the security system of distance education. The need for regular assessment of the
security as a means of monitoring the effectiveness of the protection system is shown. The
authors have proposed and formalized approach to the choice of rational method of distance
education system security assessment. A comparative analysis of the vulnerability assessment
methods showed that the development model of the university LMS security assessment is the
most rational methods of quantitative and qualitative evaluation of security through the levels.
Keywords: information security; threats; attacks; information system; educational institution;
threat model.
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HAYUYH
PH3Y /b

BeefeHune

B HacTosllee BpemMsi OAHWM W3 BaXHbIX HanpasneHWin B rnobanmsauuy ob6pa3oBaTe/lbHOro NpoCTpaHCTBa
ABNAETCA MPUMEHEHUe CPeACTB M CUCTEM AUCTaHUMOHHOro o6pasosaHns (CAO), NO3BOMAOWMX ALeKBATHO U
rMbkKo pearnpoBaTb Ha MNOTPEOHOCTM 0OLIECTBA M 06ecneumBaTb pPeann3aLMio KOHCTUTYLMOHHOIO MnpaBa Ha
obpasoBaHMe Kaxaoro rpaxpaHuHa [3]. Jlobas COAO uMcnonb3yeT MH(POPMALMOHHO-KOMMYHUKALNOHHbIE
TEXHONOTUM WU CETM Mepefayn [aHHbIX [0S  OCYLLECTBNEHUS B3aMMOLENCTBUA MeXAy Y4yaCcTHUKaMu
06pa3oBaTe/IbHOro npouecca, XpaHeHUs M 06paboTkn MHpopmaumn. CAO cTpouTca Ha 6a3e MH(OPMaLMOHHON
cuctembl (MIC) yyebHOro 3aBefeHUs 1 NpeAcTaBnseT cobov pacnpefeneHHoe, reTeporeHHoe NpuioXKeHne ¢ 6asoii
JaHHbIX 1 web-nHTepdeiicamn. Kak nokasaHo B paboTax [1, 2] nogo6Has apXxuTekTypa W NPUHLMN
(hYHKUMOHMPOBaHNS NOPOXAAET psf NPo6sieM CBA3aHHbIX C 6e30MacHOCTLI0 cepucoB CAO, a Takke KayeCTBOM
npeaocTaBnseMbIX NOMb30BaTeNaM ycnyr. HapylueHue 6esonacHocTu COO B pesynbTaTe BO3AENCTBUIA pasiMyHoOi
npupoasl, NPUBOAUT U K HapyLLleHWo MHopMaLmMoHHol 6esonacHocTu (MB) B cermeHTe mnm Beein NC yyebHOro
3aBefieHns. BbiBOA NOATBEPXKAAETCSA CTAaTUCTUKON NpeacTaBeHHO KomnaHueit Positive Technologies B 2016 roay
[5], nokasbiBatoLei, 4To 30% BCeX aTak Ha KOpropaTMBHbIE PECYPCbl NAYT Yepe3 Web-npunodxxeHms, 4To cBsA3aHO
C BbICOKMM MPOLIEHTOM KPUTMYECKM OMAaCHbIX YA3BUMOCTEN web-uH(ppacTpyKTypbl (70%). CnefoBatensHo, Ans
npegoTBpaLlleHns pasnnyHbIX cueHapueB HapylleHus Wb, kak COO, Tak u 6a3oBoii C y4yebHOro 3aBefeHus,
Heo6X0AMMO OCYLLECTBNATL MEPUOANYECKU KOHTPO/Ib Haf, COCTOSHMEM 3alMLLEHHOCTU CUCTEMbI, BbISBNATH
NOTEHUMANbHbIE PUCKA W CBOEBPEMEHHO TMPUMEHATb  MeXaHu3Mbl — 6e30MacHOCTK,  HanpasfieHHble Ha
NpeaoTBpaLleHne yrpo3 1 MUHMU3aLMIO PUCKOB.

AHanns cucTem AUCTaHUMOHHOIo 06pa3oBaHus By3a

B HacToswee BpemMsA CyLlecTBYOT MHOXectBo CAO By30B. 3TO roToBble MPOrpamMmHble MPOAYKTbI -
«[MpomeTeit». «CT Kypc», Moodle, «WHTpasHaHue», «bBaTucthepa» U COBCTBEHHble Pa3paboTKM y4yeGHOro
3aBegeHns - NTK «YMKa» B Bonl'Y. CLO - KOMM/EKC pa3nnyHbIX NPOrpaMMHbIX NMPOLYKTOB U PeLLeHN, YacTb
3 KOTOPbIX HAXOAUTCA Ha CepBeEpE, YacTb - Ha MePCOHaNbHLIX KOMMbIOTEpax yyawmxcs. B3ammogeincteme Mexay
HMMW, OCHOBaHHOe Ha nepefaye AaHHbIX, MPOMCXOAMT 4epe3 rnobanbHyt0 ceTb. Bcsi mHGopmaums, KoTtopast
OTHOCUTCA K y4e6HOMY NpoLeccy, XpaHUTCA Ha cepBepe By3a.

CO no3BoNAlT peLlaTb CrefyoLLe OCHOBHbIE 334auu:

1) opraHu3aums NPOBEPKM 3HaHWUIA 06YYatOLMXCS Yepe3 UHTEPHET;

2) opraHu3auus y4yeb6HOro npouecca C Pa3INYHOM CTEMEHbK) COOTBETCTBMSI KMACCMUECKOW MOofenun
YHUBEPCUTETCKOro 06pa3oBaHus;

3) cosgaHne mMofenn pacnpeaeneHHon 0b6pasoBaTenbHO CETH.

[ns peweHns onmcaHHbIX Bbiwe yHKumi B CAO BbIAENAIOT CrefytoLime BO3MOXHbIe NoAgcMcTeMbI (Tabn. 1).

Tabmmua 1
Mopcuctembl CAO By3a
Table 1
Subsystems LMS university
Moacuctema DyHKUUN
Peructpayuu Mo3BoNseT NpocmaTprBaTh CAUCKM YYeBHbIX KYypcoB, MofyyaTb MOAPO6GHYIO MHOpMaLMo No Kypcam u
nporpaMmam 06y4eHus, QOPMMPOBaTL «KOP3WHY», BBOAWTL NePCOHa/IbHbIE AaHHbIe, OTMNPaBNAThL 3aKa3 Ha
06paboTKy, [4nd BXoja B CUCTeMy MO0/b30BaTeNM MNPOXOAAT Npouesypbl  WAeHTUUKALUU U
ayTeHTU(MKaLMM Ha OCHOBe Mapbl - NOTUH, Naposb.
Bubnunoteka XpaHeHue y4ebHbIX MaTepuanos B BUae (alinos, pasrpaHnyeHre JocTyna y4acTHUKOB yuyebHOro npotecca
K Kypcam 1 haiinam, c6op CTaTUCTUKMN.
MoacucTtema Co3faHve M pefakTMpoBaHuWe nnaHa-rpaguka yyebHOro npowuecca U MeponpusaTWiA, yCTaHOBKa OLLEHOK
KaneHjapHoro  06yyaroLmnmMcs no BbINOAHEHUIO MepONpPUATWIA NnaHa-rpaguka.
nnaHa
TecTupoBaHne [lpoBepKa 3HaHWIA 06yuvatoLLMXCs, NPOBeAeHNe TECTUPOBAHMS A1 CaMOCTOATENbHOr0 KOHTPONSA 3HaHWI U
npoBeAeHMe 3K3aMeHaLMOHHOro TecTUPOBaHWA, NOACYET OLEHOK M HabpaHHbIX 6anoB, (hopMmUpoBaHUe
oTyeTa 06 ycneBaemMoCTV M NPOXOXAEHUN Kypca.
O6MmeH OO6LleHne y4yaCTHMKOB 06pa3oBaTe/lbHOro0 MnpoLecca NOCPeAcTBOM: (POpyMa, 4aTa, MOYTOBbLIV PacChbIIKK,
MHopMaumein  obMeHa coobLLeHNMK, JOCKN 06bABNEHNI, 06MeHa thaitamu

AHann3 CTPyKTypbl, (yHKUMin n nogenctem CAO BbigenMn UHPOPMALMOHHbIE aKTUBbl: MEPCOHabHbIE
[aHHble Nob3oBaTenei, ayTeHTUPMKALMOHHbIE Y NAEHTUDMKALMOHHBIE AaHHbIE, aBTOPCKME YUYebHble MaTepuasbl,
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TECTbl M KypCbl, OLEHOYHbIE BEAOMOCTW, CMMCKW CTYLEHTOB W TPYNM, CMUCKM KYPCOB, M/ATEXHble AaHHbIE U
JaHHble O MOKYrNKe KypcoB, 06pa3oBaTe/ibHble MaTepuansl, (aiinbl, (OoT0, N306paXKeHNs, BuUaeoMaTepuasbl,
y4ebHble MnaHbl, CTaH4apTbl, MHCTPYKLUMK Mo paboTe nonb3osatenein B CAO.

AKTVBbl UMEIOT CBOH LEHHOCTb, YPOBEHb A0CTyna, 4YTO Cnefyet yuutbiBaTe npu aHanwmse Wb CAO,
COCTaBNeHUn Mofenu aktyanbHbIx anga CAO yrpo3s v oLeHKe pUCKOB.

@PYHKLMOHAbHBIMU KOMMOoHeHTamu CAO asnatoTcs:

1) Be6G-MPUNOXEHME - BHELLUHWIA WHTepdelic, npeaHa3HaYeHHbIN Ans OpraHv3auun yaaneHHoro [Joctyna
CTYLEHTOB K COAepXaHUt0 YYeOHbIX KypcoB, Mpe3eHTaumsaM, My/bTUMEAWAHbIM MaTepuanam, Tectam U
MNHTEPaKTUBHOIO B3aMMOLEWCTBUS C NpenojasaTesiem;

2) 6a3a faHHbIX, B KOTOPOI XpaHUTbCS HanosHeHWe Y4eBHbIX KYpCcOoB, pasMeLLatoTCcs OLeHOYHble MaTepuaibl,
3NIEKTPOHHbIE YUYeOHUKK, MH(OpMaLUA ANs CTYAEHTOB M jaHHble 06 yCrneBaeMocTH;

3) cepeep CAO, ABNANOWMIACA £APOM  CUCTEMbI M 06ECNEYMBAIOLLMIA  OCHOBHbIE  (PYHKLMOHAbHbIE
BO3MOXHOCTW.

OcCHOBHbIMY cy6beKTaMu B3aumogencTaus B CAO ABNAIOTCA BHYTPEHHE U BHELLHME M0/1b30BaTeNn, KOTOPbIX
MOXHO pasfeNMTb Ha Cneaytowiye Trpynnbl:  MpenojasaTteni By3a; METOAUCTbI By3a; aAMWHUCTPATOPSI,
NPOrpaMmm1CTbl, cneyuanncTbl No VIb MHHopMaLMOHHbIX NoApasaeieHnin By3a; CTYEHTbI.

B cooTBETCTBMM C BbIAENEHHbIMW  (DYHKLMOHA/IbHBIMU  MoAcMCTEMaMU M Cy6bekTamy  TUMOBOM
TEXHOMIOrMYecKnii npouecc 06paboTkn nHgopmaummn B CAO AonyCcTUMO NPeAcTaBUTb CreaytoLM 06pasoMm:

1) nogknroueHne Nonb3osatens K Beb-caiity CAO;

2) NpefoCcTaB/fieHVe NOMb30BaTeNIEM PErUCTPALUOHHbBIX AaHHbIX HEOOXOAMMBIX ANS MPOXOXAEHWs npoLesyp
NOEHTUPMKALMN 1 ayTEHTU(UKALMI N BXOAA B NINYHBINA KaBUHET;

3) aBTOpuU3auMs NonbL3oBatens Ha cepeepe CAO;

4) 3anpoc Ha cepsep CAO Ha npefocTaB/eHVe MHGOpMaLMM 1 JOCTYMa K pecypcaMm KypcoB U MOACUCTEM
Cho;

5) BBOA, MOANMMKALWA NN BbIBOA MHAOPMALMK OTKPLITOrO U/MW OrpaHNYeHHOro AoCTyna,;

6) MoJSlyYeHWe Nosib30BaTeNeM 3anpoLLeHHOro MaTepuana v JaHHbIX;

7) OTK/OYeHWe Nonb3oBaTens oT pecypcos CAO.

B atom cnyyae Hanbornee ya3BUMbIMU C TOUKM 3peHns B ByayT npouecchi:

- nepegayn MAEHTUPUKALMOHHBIX U ayTEHTUPUKALMOHHBIX AaHHbIX nonb3osatens CAO;

- 00MeH AaHHbIMK Mexay Opay3epoM yaasieHHOro nonb3oBatens u Beb-caitom CAO.

- asTopu3auumm nons3osartens 8 CAO;

- un3Bne4yeHue n 3anncb gaHHblx B b1 CAO n NC By3g;

- 00MeH gaHHbIMU Mexay cepsepom COO u cepsepom UC By3a;

- CUCTeMa opraHm3auum nnaTexxei 1 Nokynku kypcos CAO;

- agMuHucTpuposaHue CAO.

[JaHHbll BbIBOL 06YCNOBNEH TeM, YTO MMEHHO B MNpOLEecCe BbIMONHEHWS [aHHbIX [elCTBUIA, Hambonee
BEpPOATHA MOMbITKA 3/10yMbILLNIEHHNKA peann3oBatb ataky Ha CAO v nonyumTs LOCTYN K ee pecypcam, cepsucam u
[aHHbIM.

WccneposaHue yrpos 6esonacHocTy CAO

AHa13 0TUETOB MO HapyLUEHNAM N MHUMAEHTOB VB OT BefyLuMx koMnaHuii B o6nactv VB [5, 6] nokasbiBaeT,
4yTo B 82% WC cyLLecTByeT BO3MOXHOCTb NPeoaonieHns ceteBoro nepumetpa u HCL, K pecypcam U3 BHeLUHeA
ceTU. 3TO OCOGEHHO XapaKTepHO AN15 pacrpefefieHHbIX B CETW CUCTEM, K KOTOpbIM OTHocutcd CAO, vacTb
apXMTEKTYPbl KOTOPOW BbIHECEHA 3a MepUMETP OCHOBHOM CETW By3a M HaxoAMTCA B KPYrJ0CYTOYHOM [OCTYrMe
nofb3oBaTeneil rnodanbHON CETU M MOXET CTaTb OOBEKTOM LIENEBbIX aTakK 3M10YMbllfieHHMKa. CoriacHo [5]
Hanmbonee pacnpoCTpaHEHHbIMW CTa/IM aTakW, HamnpaBNeHHble Ha: Opay3ep nonb3oBaTeneit U Be6G-NPUNOXEHNS
(26%), 0TKa3 B 06CNYXXMBaHUW BEO-NPUMIOXKEHWUIA 1 CepBepoB (22%), Ha CUCTEMY ayTEHTUMKALMI NOMb30BaTENEN
(18%), KOTOpbIE PEaNU3yOTCS C MOMOLLBH0 BPeAOHOCHOMO MPOrpaMMHOro ob6ecneyeHms.

CornacHo npoekTy MeToamyeckoro fokymeHTa ®CTIK no onpepeneHuio yrpo3 6esonacHoctn B VC [4]
npouecc onpegenenns Nb [o/mkeH 0XBaTbiBaTb BCe 0OBEKTHI 3aLMThI U CErMEHTbI B JIOTMYECKMX U (DU3NYECKMX
rpaHuLax cuctembl. Moatomy npw coctasneHun mogenmn yrpo3 CAO, npenfiaraetca BbiAeMTb YeTbIPe OCHOBHbIX
CTPYKTYPHbIX 371eMeHTa (Tabnuua 2).
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AnemveHT COO
1 Beb-uHTepdelic
Cao

2 Cepeep COO

3 B4 COO

4 Tloacuctema
nnaTexei n
MOKYIMKM

KypCOB.

Mogenb yrpos 6esonacHoctn CAO By3a

Model security threats university LMS

Yrpo3a
1) SQL v PHP-nHBEKLMM;
2) XSS-araky;
3) NoALeNKa MeXCaliTOBbIX 3arpocos ;
4) aTakun Ha bpaysep;
5) yzaneHHoe BbINoHeHre Kofa v 0TKas B
06CY>K/BaHUN CEPBYICOB;
6) Cram pPaccbuiky,
7) OALLAHT.
1) nepe6op Naposeli 1 aTaku Ha cUcTemy
ayTeHTU(MKALWM NO/b30BaTENEN;
2) BbI30B UCK/MKOUMTESbHBIX CUTYALIVIA
3) MOoBbILLIEHVIE MPVBUTIET WA,
4) OLLMOKW afMVHICTPUPOBAHIS;
5) CKaHVpOBaHVe MopTos;
6) DDos n Dos-ataku;
7) cbov 1 0TKa3bl NPorpaMMHO-arnmapaTHbIX CPELCTB
cepBepa;
8) OTKa3 MO/AEPKMBAIOLLIEN UHGPACTPYKTYPb.
1) SQL-MHBEKUMM;
2) cnyyaitHoe yaaneHne/MoanmMKaLms AaHHbIX B B, 1
YKypHanax TpaH3aKLuiA B pe3ynbTate OLLIMOOK
Mo/b30BaTENEN;
3) Kpaxa NepcoHa/IbHbIX JaHHbIX;
4) HCA Kk B, n>xypHanam TpaH3aKLUuiA;
5) HamepeHHOoe YHVUUTOXEHVIE Y MOAV(IMKALWA JAHHBIX;
6) yHUUTOXeHVe B/l B pe3ynbTaTte cO0e 1 OTKA30B
TEXHUYECKUX CPEACTB.
DHCA K n1aTéXHbIM JaHHbIM;
2) MOLLIEHHNYECTBO;
3) Kpavka (HaHCOBbIX CPEACTB.

Mpu peanusaumm LeneBbIX arak, 310yMbILLNEHHUK UCTONb3YeT [7]:
-yA3BMMOCTU B Beb-npunoxernumn (CMS) u cepsucax CAO;
-yS3BUMOCTU B Be6-6pay3epax nonb3osartenein CAO;
-yA3BUMOCTU B MPUKIaAHbIX nporpammax v nnarmHax Adobe Reader, Adobe Flash Player n OracleJava,
KOTOpble UCMOJb3YKTCSA MPY BbIMOHEHUN CKPUMTOB, @ TakXe YTEHUW W 3arpy3kn JOKYMEHTOB U MyNbTUMeLMA

(haiinos;
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Tabmua 2
Table 2
lNocneacTems

HapyLueHuve KOH(PUAEHLIMANBHOCTM,
LIeNIOCTHOCTY 7 [OCTYMNHOCTU
MH(OpMaUMM U CepBMCOB  s€6-
NPUIoXEHUA COo, (hMHaHCOoBbIE
noTepy, MoTepu  penyTaumm  By3a,

MPOHUKHOBeHKe Ha cepeep CLAO u NC
By3a.

HapyLueHve KOH(MAEHLMANBHOCTM,
LIeNIoCTHOCTY 7 [OCTYMNHOCTU
NHpopmaLyK, MPOHMKHOBeHe B WC

By3a, MpepblBaHie 6U3HEC-TPOLIECCOB,
HapyLLIEHVE JOCTYMHOCTY CEPBMCOB.

Otka3 oT 0653aTe/bCTB 1 COBEPLLEHHBIX
JEVCTBIIA,

HapyLLieHve aBTOPCKOrO npasa,
HapyLLeHve LIeNI0CTHOCTU n
KOH(PMAEHLMaIbHOCTH.

®VHAHCOBbIE 11 penyTaLyIOHHbIE MOTEPK.

-cnabble Maponum 1 HefOCTaTKM npoLecca ayTeHTUdmMKauum Ha cepeepe CAO;
-0WNOKM B KOHPUTYpUpoBaHUM 1 agMuHucTpuposaHn CAO;
-BpeA0HOCHOE MPOrpaMmHoe 06ecreyeHue;

-cnabocTtun cuctembl 3awmTbl Hopmauum VC Bysa n CAO.
B cpenHem gns nonyyenuns goctyna K CAO BHeLHeMY 3/10yMbILINEHHWUKY TpebyeTcs UCronb30BaTh NNLLb ABe

YA3BMMOCTW.

N aeHTnguymposaHHble B 00LLeil Mogenn yrposbl 6esonacHocT CAO noanexar MccnefoBaHUO Ha npeaveT

aKTyaNbHOCTM U HEOOXOAMMOCTM MPUMEHEHMS 3alMUTHbLIX CPEACTB U MeXaHU3MOB,

HanpaB/leHHbIX Ha

6/10KMPOBaHME YIPO3bl U CHYDKEHWE TSHKECTW ee NocnefCTBuiA. [na 3TOro MCCneaytoTcs TakMe XapaKTepucTUKM
Yrpo3 Kak BEpOSTHOCTb peaninalum 1 NoTeHUMasbHbINA yiuep6. OLeHKa MOXET NPOU3BOANUTLCS Kak Ha OCHOBaHWU
CTaTUCTUYECKON MHKOPMALMK, TaK 1 MO Pe3yNibTaTam 3KCMEePTHOIN OLEHKM.
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Kak nokasbiBaet [8,10] npu (hopMmpoBaHWM 3KCMEPTHON Trpynmbl NPUBIEKAOTCA HECKOIbKO KaTeropui
CMeunannucToB OT aHa/IMTWMKOB, CMELMasMCcToB MO 3aluTe WH(opmaummn, pa3paboTymMKoB, MOb30BaTenel U
PYKOBOAWTESENR, KOTOPbIE OLEHMBAKOT Yrpo3bl Y UX NapameTpbl M0 KOMNYeCTBEHHOW WM Ka4YeCTBEHHOW LLKane,
3aTeM Ha OCHOBAHUW OLEHOK (DOPMUPYETCA MHTErpasibHblii MoKasaTesb Kaxaol yrposbl. COOTHOLLEHUE MeXAy
yuiep6boM, BEPOATHOCTbIO WM YaCTOTOM BO3HMKHOBEHWS Yrpo3bl OMNpefeNiseT YpOBeHb PUCKa OT peannsaumm
Yrpo3bl, UCNOMb3YIOLWMIACA NPY PaHXMPOBaHUM Yrpo3 MO CTereHy OoracHocTW. Yem onacHel yrposa, Tem 6ornee
aKTyasibHOI oHa sBnseTcs ans CAO By3a. OLeHKY akTyalbHOCTY Yrpo3 PEKOMEHAYETCSH NMPOBOAUTL MEPUOSNYECKHN
Ha BCeX 3Tanax >MW3HeHHoro uwkna CAO, NOCKO/MbKY WMEHHO OHa YKa3blBaeT HAaCKO/IbKO HeobXo4umo
1CMONb30BaTh CPELCTBA U MEXaHW3MbI, NPOTUBOAENCTBYIOLLIME YIPO3eE.

[na npotuBogencTena yrpozam VB 1 ydepxaHus pPUCKOB B Mpedenax LOMyCTUMOro, WCMO/b3YyHTCS
pasfMyHble MexaHW3Mbl W CPeACTBa 3aLMTbl MH(OPMaLMK, OpraHv3auMOHHO-NPaBOBOro, TEXHWYECKOro U
NPOrpamMMHOro xapakTepa, KOTOpble pean3yroT OOLLYH CTpaTervio 3awutbl nHpopMaumm Kak 8 CAO, Tak 1 B
By3e B LesioM. Mpu peanusauum ctpatermm 3awpmtbl CAO He0OX0AUMO yunTbIBaTb Psif, OCOOEHHOCTEN, CBA3aHHbIX
C npoueccoM PyHKUMoHnpoBaHua CAO By3a:

- COO pomkHa 6bITb AOCTYMNHA 15 NOMb30BaTENEN 24 yaca 7 AHEl B HEAENIO;

- MeXCeTeBble 3KpaHbl 1 MpuMeHeHne SSL He Bcerga obecneymBatoT 3awmty oT B3noma CLAO nocKonbKy,
poctyn K Beb-canty CAO m3 BHELUHWX CeTel JO/MKEH ObITb BCEr4a OTKPbIT;

- COO yvacTo nmeeT NpPsSMOIA A0CTYN K AaHHbIM, 0bpabaTbiBaeMbiM B VIC By3a: 6a3bl AaHHbIX, ERP-cucTembl,
MH(popMaumsi 06 WHHOBALUWMOHHbLIX pa3paboTKax W Hay4yHON [esTeNlbHOCTW By3a, Y4ebHble BeLOMOCTH,
NnepcoHa/IbHbIE AaHHbIE;

- y3KoHanpaB/eHHble CO, cob6CcTBEHHON pa3paboTKy By3a, 60/1ee BOCMPMUMUMBLI K aTakaM, TaK Kak OHW He
MOABEPrarTCA TaKoMy ANUTE/IbHOMY TECTUPOBAHMIO M 3KCNJyaTaumm, Kak U3BecTHble koMmepyeckme CAO;

- TpafuLMOHHbIE ceTeBble CPeACcTBa 3allWThl He NpefHasHayeHbl ANF OTPaXKeHUs Crneumann3npoBaHHbIX aTak
Ha Beb-npunoxeHns CAO, NO3TOMY 3/10yMbILLIEHHUKN MPY NOMOLLM 6pay3epoB NIErkO NMPOXOAAT Yepes NnepumeTp
WC By3a 1 nonyyaroT JOCTYN K BHYTPEHHWUM CUCTEMaM U CEpBepamM;

- py4HOe 06HapyXXeHue n ycTpaHeHue yassumocTeil B CAO 4acTo He JaeT NONOXKWUTENbHbIX Pe3ynbTaTos -
pa3paboTUMKM MOTYT HAXOAUTb M UCNPaBNATb COTHM YA3BUMOCTEN B KOAE, HO 3/10yMbILLNEHHUKY /15 NPOBEAEHNS
pe3ynbTaTVBHOW aTaku LOCTaTOYHO 0OHaPYXXMTb BCETO OAHY.

CnepoBaTenbHO, obecneveHve 3awmTel CAO A0MKHO OCYLUECTBAATHCA HA Pa3IMYHbLIX 3Tanax XW3HEeHHOro
umkna CAO. MockonbKy Aaxe ecnn B nporpammHoM Koge CAO ys3BUMMOCTE HET, Heo6xoAmMma KOMMIEeKCHas
3alWmTa, yuuTbiBalolas HaiMume 6asbl AaHHbIX, Be6-npunoxeHwin, cepsepa CAO M NpPoOYMX 3/1EMEHTOB
MH(OPMaLMOHHON MHMPaCTPYKTYpbl By3a. B cOOTBETCTBMM C TpeboBaHMAMM TOCYAapCTBEHHbIX CTaHAApTOB MO
3alimTe MHMopMaLMM B MH(OPMALMOHHBLIX CUCTEMAX U PerynaTopos B ob6nactu b 3awmra o/mkHa CTPOUTLCA Mo
CNeayoLLmMM OCHOBHbLIM Hanpas/ieHUAM:

1) cocTaBneHve Mogenei aktyanbHbix yrpo3 Vb 8 CAO;

2) KOHTpONb Hag 6e30MacHOCTbIO Koda M Hanuumem ysasBumocTteit B CHO, cBOEBPeMEHHOe 0O6HOB/EHMe
NPOrpamMMHOro obecneyveHus;

3) ucnosnb3oBaHWe creunann3npoBaHHbIX CPEACTB 3aLUTbl MH(opMaLuK,;

4) nposefieHNe MepuoamMyecKoro KOHTPONS YpoBHA 6e3onacHocT CAO M BbipaboTKa YNpaBfsftOLLMX
peLueHwnin B o6nactn b B ciyyae HEO6XOAMMOCTW.

[JaHHble HanpasneHus B 3awmte CAO By3a [O/MKHLI Peasi30BbIBATLCA B pAMKax e4uMHOro Komrekca Mep ans
OLeHKM KayecTBa M IPMEKTUBHOCTN KOTOPbIX HEOOXOAUMO MPOBOAWTL MEPUOAMYECKNIA MOHUTOPUHI TeKyLLei
3awmweHHoctn CAO, KoTopas B CPaBHEHWM C «3T&IOHHOM», LENeBON 3alMLEHHOCTbIO, OyAeT urpatb posib
METPUKN-UHMKATOPa COCTOSIHUA YPOBHSA 06LLeit 6e3onacHocTn CAO By3a. lMpu 3Tom 4acTtoTa MNpoBeAeHUs
noLO6HON OLLEHKM, KaK NnokasaHo B [9], AO/KHA 3aB1CETb OT YPOBHS MOKasaTens 3alliMLWEHHOCTH, NOMYYEHHOro B
pesy/nbTaTe MNpefblaylwero KOHTpons, 4YeM 67mke OblNo 3HayeHWe MoKasaTens 3allWLLeHHOCTU K LeneBov
3alMLLIEHHOCTI, TeM 60/IbLUE BPEMEHHON MHTEPBaT MEX/Y KOHTPO/IbHBIMU OLEHKaMK.

Bbl6op nogxofa K oueHke 3awmieHHocT CAO By3a

B HacToAlee BpemMs Hambosiee pacrpoCTpaHeHHbIMU  ABNAKOTCA  Chefytowime NoaxoAbl K - OLeHKe
3aLLMLLEHHOCTM CUCTEM: KOIMYECTBEHHO-KaYeCTBEHHaA OLEHKaA 3aLLMLLEHHOCTY MO YPOBHAM U KB/IMMETPUYECKUM
LUKaNaM, OLeHKa 3aLLMLLEHHOCTM KaK Be/IMYUHBI NPefoTBpaLLeHHOro yuepba, oueHKa 3alyLLeHHOCTM Ha OCHOBE
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HenpepbIBHOr0 GeTTa-pacnpeseNieHHs MI0THOCTY BEPOATHOCTM Yilep6a, OLEHKM KOMIMYECTBEHHOrO MOKasaTens
3aLMLLEHHOCTM HA OCHOBE BEPOSTHOCTHO-CTATUCTUYECKOro NOAX0AA, OLEHKA KOMYECTBEHHOM 3alLMLLEHHOCTH C
MOMOLLIO ceTeld [leTpy, OLEeHKa KOMMYEeCTBEHHOM 3alUMLIEHHOCTM C MOMOLLBKO rpadoB aTtak M KOHEYHbIX
aBTomatos, MeTognka CRAMM, metoamka RiskWatch, metoamka MPU®, meToanka BeKTOpHOro aHanm3sa Vb.

KaxXblii NoAxo4 MMeeT CBOM AOCTOMHCTBA U HELOCTaTKM, CNOXKHOCTb M OCOGEHHOCTU peasM3aumu, a Takke
(hopmy NpeAcTaBeHNs NoKasaTes 0OLLei 3aLMLLEHHOCTY CUCTeMbI. [03TOMY /15 CPaBHUTENBHOMO aHanu3a 1 Bbibopa
noaxofa K OLEHKe 3alMLEeHHOCTH, Oblia WCMo/b30BaHa KpuTepuasibHas oOueHka. [nd cpaBHEHMS MeTOAUK
MCMOMb30BA/INCH CrIEflYHOLLYE YACTHbIE MOKa3aTe/n OLEHKN:

- KBa/mMhmKaumsa aygurtopa - QM3;
CNOXHOCTb peannsaunmn QM3;
TPYLOEMKOCTb MpoBefeHus oLeHKM QMD3;
OTKpbITad MeToanka QM03;
BO3MOXXHOCTb 06HOBNIEHMST QMO3;
KOJIMYECTBO BXOAHbIX napameTpos QMD3;

- BO3MOXXHO MOMTyYeHVe 3Ha4YeHWiA BXOAHbIX NapamMeTpoB Ha NpakTrke QMo3;

- YAOGHO NPUMEHATL /19 peasibHbIX cucteM QMD3;

- YUUTBIBAET pas/iyHble BUAbI yrpo3 QMO3;

- HarnAagHOCTL NPeACTaB/IeHNA UTOTOBOrO pe3y ibTara OueHk Qum® 3.

Kaxxaplil 4aCTHbIN NnokasaTe/b BbI6opa NoAxoda K OueHKe 3awyiieHHocTn QMo3|i = 1... 10 nmeeT CBOI Bec,
CyMMa BecOB MNokasaTesiell HOPMUPOBaHa B eAuHWLY, WM NPUHUMAET 3HayeHUs B COOTBETCTBMM C MNpaBW/iamu,
yKazaHHbIMU B Tabnuue 3.

Tabnuua 3
MpaBuna pacyeTa YacTHbIX MoKa3aTefeli BbIbopa Noaxoaa K OLeHKe 3aliULLLEHHOCTH
Table 3
Rules of calculation of particular indicators choice approach to security assessment
UacTHbIIA NokasaTtesb I‘Ipanma BbICTaB/IEHNS 3HAYEHWIA YaCTHOrO MOKa3aTess
( 1,ecnu BbicoKas
Qi3 Qwe3 = {0.5,ecnu cpeaHss
1 0,ecnun H13Kas
agM03, Qv03, qM rMo3 1,ecnm BO3MOXKHO
qMO3, gqM° M=5789 {0, €C/1 HeBO3MOXKHO
( 0,ecnu oguH napamTep
qMo3 Q03 = 0.5,ecnm 2 napameTpa
,ecnn 31 6onee napameTpoOB
qI\/KZS ( 1,ecnuHuskasn
aM®3 3 = {0m,ecmm cpegHas
qMo3 10, ecnu BbIOOKas
3HayeHns NoKa3aTenei NCNONb3YyHTCA AnAa noayvyeHusa VIHTeI'paJ'IbHOI‘/JI OLIEHKN CM. (hopmyny 1
n
QW30)=Y Y ¢g!°
A (1)
=1

(=1
rfe Wi - BeC, BAXKHOCTb | YaCTHOrO KpUTEPUS OLEHKM, QVP 3 - YacTHble NMOKa3aTeNn OLEHKM MOAX0AR, j - MOAXOA K
OLIEHKE 3aLLLLEHHOCTY CUCTEMbI M3 CMINCKA albTEPHATMBHBIX NMOAXO0A0B J.
PesynbTaTbl CPaBHEHWSI MOAXOAOB MpeAcTaBneHbl B Tabnuue 4. Bce OLEHKM BbICTaBMEHbI 3KCMEPTHbLIM
nyTeM, Ha OCHOBe WMH(OPMALMM MOMYYEHHON M3 UCTOYHMKOB. [Mpu pacCcTaHOBKE BECOB MOKasaTeneil Bblbopa
YUMTbIBAIUCb MPEAMOYTEHUS W BAXHOCTb TOMO WM MHOTO TOKa3aTeNs B pamMKax [JaHHOW pa6oTbl.
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Tabmua 4
Pe3ynbTaT aHanm3a Nogxo40B K OLeHKe 3alinLeHHOCTI
Table 4
The result of the analysis of the security assessment methods

Qw3 Qw3 .
MOAXOA K OLieHKe Qw3 Qws Qws Qw3 Qws Quws Qw3 of
3aLLMLLIEHHOCTM Beca nokasatesieii Bbibopa Wt Quos

0,05 0,2 0,1 0,1 005 005 015 o1 0,1 0,1
M0 YPOBHSIM 1

KBa/MMETPUYECKM 1 1 1 1 1 05 1 1 1 05 0,925
LLIKa/1aM

KaK BE/MUMHbI

rnpesoTBpaLLEeHHOro 1 1 1 1 1 0 0 1 1 05 0,75
yulep6a

Ha OCHOBE HEMPEPbIBHOMO

GeTra-pacrpeaeneHs

IOTHOCTV BEPOATHOCTIA 05 0,5 1 1 1 05 0 1 0 05 0,55
ylLep6a

C NOMOLLBHO CeTei MeTpu 05 0 0 1 1 1 1 1 0 1 0,575
C NOMOLLIbHO rpadpoB aTak

1 KOHEYHbIX aBTOMATOB 05 0 05 1 1 1 0 1 1 1 0,575
metogmka CRAMM 1 05 05 0 0 05 1 1 1 1 0,675
meToavKa RiskWatch 1 05 1 1 0 1 0 1 1 05 0,65
METO/VIKa BEKTOPHOIO

aHaa VB 1 1 1 1 1 05 0 1 0 05 0,675
meToauka MPN® 1 1 1 1 0 05 1 1 1 05 0,875

B pe3ynbTare cpaBHWUTENLHOIO aHasm3a nosyyeHo, YTo Havnyuem 06pa3oM A1 OCHOBbI B Ka4ecTBe pa3paboTku
mofenu oueHkn CAO By3a MNOAXOAAT KOMNMYECTBEHHO-KaYeCTBEHHAs OLEHKa 3allMLLEHHOCTU M0 YPOBHAM U
KBa/MeTpuYeckum wkanam (0,925), a Takke OLeHKa 3aluvLleHHOCTM no Metogukn PP (0,875), nonyumsLume
MaKC/Ma/lbHble 3HaueHKst 0606LLIEHHOr0 NOKa3aTens Bblibopa.

3ak/noueHmne

Mpn pa3paboTKe MOAeNM OLEHKM 3aluileHHocT COO Heo6xoAMMO MCMoMb30BaTb KOMOWHUPOBAHHBINM
MOAXO0A, MOCTPOEHHbI Ha MPUMEHEHWWN HECKONbKUX METOAUK OLEHKW, KOTOPbIA YyuTbiBaeT TpeboBaHUA
CTaHAapTOB M BHYTPEHHUX HOPMAaTMBHbLIX AOKYMEHTOB By3a, OOBLEKTUBHYIO MHMOPMaLMO 0 Hanunume yrpo3 Vb
CA0O By3a 1 BblgaeT paHXMPOBaHHbIA CMCOK peKOMeHAALUMI, KOTOpble HEOOXOAUMO BbINOMHUTL A1 MOCTPOEHMS
3heKTUBHON 1 YA0BNETBOPSAIOLLEN TPEOOBAHNAM CUCTEMbI 3aLLMTbI UH(OPMALMN.
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