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AHHOTAIUS

Lenpto craThu SIBISIETCS KOHKPETHU3AIMsl CHCTEM OLIEHKH 3aTpaT Ha olecriedeHue HUH(POPMAIMOHHOM
0e30MacHOCTH TPUMEHUTENHHO K OpraHu3alisiM IMOTpeOKoomepanuu. B Hacrosiee BpeMs BOMIPOC
MOJICpHH3AINH  CPEACTB HMH(DOPMANMOHHON OE30MacHOCTH CTOUT OCOOCHHO OCTpPO: 00BeM
KHOEpIPECTYIUICHHH €KEroIHO PacTeT, MPH 3TOM CTaThU PacXOJ0B, MPeIHA3HAYCHHBIC HA TOAepKaHUCe
MH(OPMAITMOHHON 0€30TMaCHOCTH, JKECTKO periiaMeHTHPYIOTCA. B paboTe mpemiokeH 0030p OICHKU
3arpar WH()OPMANMOHHON OE30MaCHOCTH MPHUMEHUTENFHO K OpTaHM3alHsIM IOTPEeOKOONepanun u
MPOBENIEH pacyeT 3aTpaT Ha MOJIEPHU3AIMIO CPEICTB MHOOPMAIIMOHHOW O€30MacHOCTH Ha KOHKPETHOM
npeanpustud. [Ipoananu3upoBaHbl KIIIOUYEBBIE YEPTHl OpraHu3anuii nmorpedkoonepanuid. [Iponssenena
BEIOOPKA YIOBJIETBOPSIOMINX KPUTEPUSAM OPTaHU3AIM MOTPEOKOOTepaIlii CPEJICTB OIEHKH 3aTpaT Ha
MOJICpHHM3AINI0  KOMIUIEKCa  CpeACTB  3ammThl  uHpopMmaruu. lIpeamokeHsl  BO3MOXXHOCTH
nepepacnpeneicHuss 3arpaT Ha MojepHuzammio KMBb ¢ wenblo moBbIIeHUS  3PPEKTUBHOCTH
nH(GOPMAITMOHHOW O€30IacHOCTH Ha CPEIHECPOYHYIO TMEepCleKTHBY. B Xome wuccliemoBaHUs
WCTIOJIF30BAIMCH O0IIIEHAYYHBIE METO bl (HAOIIOIeHNE, CPAaBHEHUE ); SKOHOMHUKO-CTATUCTUIECKUE METOIBI
00pa0bOTKH aHHBIX (TPYIIMPOBKA, CPaBHEHKE, aHAJIN3 BO3/IeiicTBUs Ha Ou3Hec (BIA)), aHanu3 npuuuH u
CIIE/ICTBUI, TEXHHYECKOEe OOCIy)KHBaHWE, HAlpaBlICHHOE Ha oOeclieueHHe HaJeKHOCTH. Pe3ymbraTom
WCCIIEIOBAHNS SIBIIIETCS TPHMEHEHWE TpeNIOKEHHOro anroputMa omneHkun Wb mpennpustus
MoTpeOKoOTepavi 1 ONITUMH3AIIMU PACX0/I0B Ha MOJICPHU3AIMIO KOMILIEKCa CPeACTB HHPOPMAIIMOHHOH
0e30macHOCTH.

Abstract

The purpose of this article is particularization of information security cost estimation systems’ specification
inconsumer cooperation organizations. At the present time the question of information security
modernization is very actual: cybercrime rises annually, and the expense items, which aimed at maintaining
of information security, are strictly regulated. The article contains review of cost estimates for information
security inconsumer cooperation organizations. Also it includes calculation of expenses, which are
necessary for information security modernization in a particular institution. The individual features of
consumer cooperative organizations are analyzed. A selection of satisfactory organizations was made to
assess the costs of upgrading a set of information protection tools. Proposed opportunities to redistribute
the costs of modernization and increase the level of security in the medium term. During the study were
used general scientific methods (observation, comparison);economic statistical data processing methods
(grouping, comparison, business impact analysis (BIA)), cause and effect analysis, maintenance activities
designed for ensuring reliability. The result of the study is an application of the proposed information
security assessment algorithm, which applies in consumer cooperation organization, and an optimization
the costs of information security tools™ upgrading.
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BBeaenue

[ToTpebutensckoit Koomepauuen sBISETCS cUCTeMa MOTPEOUTETBCKUX OOIIECTB U HX
00BbEeTMHEHNH, CO3JJaHHBIX B IIEJISAX YIOBJICTBOPEHHUS MAaTEPUAIBHBIX U MHBIX MOTPEOHOCTEH MX
YJICHOB.

3amaun NOTPEeOUTEIHCKON KOOTIEPAIHH ITO:

— CO3JJaHUE U PAa3BUTHE OPTraHU3ALNil TOPIOBIIN;

— 3aKyIIKa y FpaKJaH U I0PUAUYECKUX JIUL CEIbCKOXO031CTBEHHON MPOIYKIUU U CBIPbS,
U3JIeNUA U MPOIYKIUU JIMYHBIX MOJCOOHBIX XO3SMCTB U MPOMBICIOB, AUKOPACTYIIMX IUIOJOB,
AroJ] U TpuOOB, JIEKAPCTBEHHO-TEXHUUYECKOTO CHIPbS C TOCIEAYIOUIeH UX NepepaboTKOW H
peanuzanuei;

— IIPOM3BOJICTBO MUILIEBBIX IPOAYKTOB U HENIPOIOBOJIBCTBEHHBIX TOBAPOB € MOCIEAYIOIIECH
UX peaju3alueil uepe3 opraHu3auuy pO3HUYHONW TOPTOBIIH;

— OKa3zaHHWE WIEHaM MOTPEOUTENLCKUX OOIIECTB TPOU3BOJACTBEHHBIX M OBITOBBIX
yeayr [Benropoackuii 061acTHOM CO03 IOTpeOUTEIbCKHX 001IecTB, 2019].

[TorpeOuTensckue 0OOIIECTBA COCTABIAIOT OCHOBY MOTPEOUTENBCKOM KOOTEPAIHH.
B nacrosmee Bpems B cucteme Llentpocorosza Poccuu cymiectByet 6onee 3000 moTpeOUTeNbCKUX
KOOIIEpaTUBOB, U3 KOTOPbIX 77 % NPUXOIATCS HA JIOJII0 HACEJIEHHBIX MYHKTOB YHCJIEHHOCTBIO
meree 5000 denoBex [Bomoromckuii 00JacTHON COI03 MOTpeOUTENHCKUX o00mecTs, 2019].
OO0O0IMB CYIIECTBEHHBIC MPHU3HAKKA TOTPEOUTEIBCKUX OpPTaHM3aIMii B Cpe3e 00eCIeUCHHSI
uH(GOPMAIIMOHHON 0E30MaCHOCTH, MbI BBIICIIMIIN CIICAYIONIHE OTJMYHTEIbHbIC YepThl [ByChIruH,
2017]:

— YJIeHaMH MOTPEeOKOOMNepauu SBJISIOTCS U MOTYT SBIATHCSA Pa3IMYHbIE COI[HABHBIE U
npodecCuoHaNbHBIE TPYIIIBI TPaXKIaH;

— YYaCTHHUKHM MOTpeOKOOoINepaluu B TOJABISIONIEH Macce HE MMEIOT CIEeHHaIbHOro
o0pa3oBaHUs MJIM TOATOTOBKM B 00JacTd 3amuThl HMHGOpMAMM U WHGOPMAIMOHHBIX
TEXHOJIOTHIA;

— Ha o0O0BeKTax MOTpPeOKOOoNEepalud HET BO3MOXKHOCTH YCTAaHOBKU CHELHalIbHbBIX
IPOMYCKHBIX MYHKTOB ¥ MHBIX YHKTOB KOHTPOJISl IOCELIEHUI OpraHu3aluu.

Cpenu uHGOpPMALIMOHHBIX OOBEKTOB OpraHu3alMii MOTpedKoomepaluu IJ1aBHOM
LIEHHOCTBIO SIBJISIIOTCSl MEPCOHANbHbIE JaHHBbIE YYAaCTHUKOB, OyXrainTepckasi, 3KOHOMUYECKas
JOKYMEHTAIUS ¥ IOCTYI K AJIEKTPOHHBIM (PMHAHCOBBIM noTokaM [["opaoH, 1994]. Ontumusanus
3aTpaT Ha KHOEepOE30MacHOCTh SIBJISETCS aKTyaJlbHBIM BOIIPOCOM CHMDKEHHUS €XKETOJHBIX 3aTpaT
opranusanuu. Pa3nuyHble  acmeKkTbl  ONTUMHU3AIMM  3aTpaT Ha  KuOepOe30macHOCTh
paccMaTpuBajIiCh B pabOTax MHOTMX 3apyOeXHBIX U OTEYECTBEHHBIX YYEHBIX, TaKUX Kak:
E.B. Kacnepckuii, Bunnos Chaiinep, bpaitan Tyckan, Muko Xronnonen, Kotu
Myccypuc, xeaaudep Jlerruo.

Lenbto TaHHOM CTAThU SIBJISIETCS] KOHKPETU3AllKs CUCTEM OILIEHKHM 3aTpar Ha oOecrieueHne
MH(}OPMaLlMOHHON 0€30MacHOCTH MPUMEHUTENBHO K OpraHu3alusaM norpedkoonepanuu. B xone
UCCIIEIOBaHMS NCTIOIb30BAIMCH OOIIIEHayYHbIe MeTO/AbI (Ha0JIt0IeH1Ee, CPaBHEHHE); SKOHOMUKO-
CTaTHUCTUYECKUE METObI 00pabOTKU JaHHBIX (TPYMIIUPOBKA, CPaBHEHHE, aHATIN3 BO3JAEHCTBUS Ha
6usnec (BIA)), aHanu3 npuyuH U CIEACTBHMA, TEXHUYECKOE OOCIY)XHBaHUE, HANPaBIEHHOE Ha
o0ecrieueHre HaAEKHOCTH.

Pe3synbrarom uccienoBaHus SBISETCS MPUMEHEHHE COOTBETCTBYIOIIUX CPENCTB OLEHKU
3aTpaT Ha MOJIEPHU3AIMIO NHPOPMAITMOHHON O€30MaCHOCTH OpraHU3aIuil MOTpeOKooepaIuu u
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ONTHMHU3ALMS  PACXOJOB HAa MOJCPHU3ALMIO KOMIUIEKCA CPEACTB  HH(POPMAIMOHHOM
0€30MacHOCTH.

Hcxoas u3 cyliecTBYIONMX MPU3HAKOB OPraHU3aliid MOTpeOKooepaly OLeHKY 3aTpaT
s obecriedeHrss THPOPMALMOHHOM 0e30MaCHOCTH CIIEIyeT BECTH 10 CIEAYIOUTIM KPUTEPHUIM:

1. Onenka wuHpopManuonHoit OezonacHoctu (nmanee WB) pomkHa oOecreynBaTh
KOJIMYECTBEHHYIO OLIEHKY PUCKOB, 3aTpaT U MOCJIEACTBUN IPOBEJCHHBIX MEPOIIPUATHUI.

2. Meronuka 10KHa 00eceuuBaTh MPO3PAYHOCTh BCEX COBEPIIAEMbIX ONEpALIUii.

3. lomkHa OBITh yYTeHAa YHUBEPCAJIbHOCTh METOAMKH: MPUMEHHUMOCTh K (PMHAHCOBBIM
3arparaM Ha MPUOOpEeTeHHEe MPOrPaMMHOT0, allmapaTHOro odecrneyeHus, 00yueHus epcoHaia u
MIPUBJICYEHHS] CTOPOHHUX CHEIUAIHUCTOB.

4. HeoOxonrMa BO3MOXHOCTh MOJICJIMPOBAHUSI BO3MOXKHBIX YIpo3 M IPUMEHEHUs
KOHTPMEp B paMKax 3aJJaHHBIX aJIfTOPUTMOB.

5. YuuTbIBas BBIIEU3IOKEHHOE Ui OLIEHKH 3aTpaT no obecneuenuto Ub opranuzanuit
OTpeOKOoOIepaui BO3MOKHO IIPOBOAUTH MO PSAAY METOJUK, PACCMOTPEHHBIX B JaJbHEHIIIEM.

Economic Value Added (EVA, noGaBiieHHas 5KOHOMHYECKAsi CTOMMOCTb )

VYHuBepcanpHas, CTaBIllas KJIaCCUYECKOW MeToauKa, mpuMmensiemas ¢ 1980-x rogos. EVA
IpearnoiaraeT — CO3JAaHWE  ABTOHOMHOM  CTPYKTYphl ~ MH(OPMAIIMOHHOW  0€30MacHOCTH,
00CITyKMBAIOIIEH HCKIIOUYUTEIBHO OPTaHU3AlUU U MPEANpPUATUS B paMKaX OJHOM (pUHAHCOBOI
ceTu (B HameM ciayyae norpedkoonepauun). EVA no3Bosiser BIBOAUTh Ha CAMOOKYIIAEMOCTh
npennpustaue b 3a cuer oOGcnyxuBanusi npeanpusITUA BHYTPH CETH U BapbUPOBATh CTOMMOCTh
U KOJIMYECTBO mpeiiaraeMbix Mep 1o Wb, oTrankuBasch OT KOHKPETHBIX 3a7ad U YCIOBUI
opranuzanuy. be3ycloBHBIM ITIOCOM MOJAOOHONW METOAMKHU SIBISIETCS aBTOHOMHOCTH PabOThI
noapazaenenuii Ub, uto cokpamiaetr BO3MOXKHBIE MOTEPH MaHHBIX. OJIHAKO JaHHAs METOIMKA
MPUMEHUMA HUCKJIIOYUTEIBHO K MPEANPUATUSM C Pa3BETBICHHONM W OOIIMPHOW CEThIO, YTO
YIIOBJIETBOPSIET yCIoBHsM moTpebkoorniepaiuu [[arones, Baranosa, 2013].

System Life Cycle Analysis (SLCA, Meroaumka aHaau3a >KA3HCHHOTO IIHKJIA)
JlaHHBI OT€YECTBEHHBIM METOJI OLeHKH Vb OCHOBBIBAETCS Ha MAaTEMATHYECKOM COOTHOUIEHUH
CYUIECTBYIOIIUX MEP CUCTEM 3alIUThl HHPOPMAIIUU U CyMME BO3MOXKHBIX PUCKOB M BEPOSITHOCTH
HACTYIUICHHSI JAHHBIX PUCKOB. BBISBICHHBIE TOCPEICTBOM JIaHHOTO METO/1a (PMHAHCOBBIE TOTEPH
COOTHOCATCS C MPHUEMIIEMBIM YPOBHEM H3ACPKEK U (POPMHUPYIOT PaCUETHYIO MOJENb «I0» U
«mocne» MoaepHuzauuu cpencts Wb, Touka mnepecedenust rpadoB CYIIECTBYIOIIMX H
IpUEMIIEMBIX PUCKOB (hopMupyer Oyaymmii o0beM CpeACTB Ui MOJEPHU3ALMU KOMIUIEKCa
Cpe/CTB 3aluThl nHpopManuu npeanpustus [Beepoccuiickas nepenuchd Hacenaenus, 2019].

SLCA mnpuMeHsieTcss Kak Ha JTale MPOSKTUPOBAHUS W NPEABAPUTEILHOM OLICHKU
s¢pdexTuBHOCTH HOBBIX cucteM Ub, Tak u mig nposenenus ayaura Ub.

Balanced Scorecard (BSC, koMmruiekc cOagaHCHPOBaHHbBIX MTOKa3aTesei)

Jannas metoauka Obl1a pazpadborana B 1990-x rogax, ee cnienuduka 3aKIr04aeTcs B yueTe
HEMaTepUalbHbIX aKTUBOB: OPraHU3allMOHHbBIE HHHOBAIIUH, SMOLMOHAIbHAS YIOBIETBOPEHHOCTh
COTPYIHHUKOB, 3ppexTuBHOCTH NpuMeHenus [10 u npunoxeHui.

BSC rpynnupyer nokazarenu Wb no 4 crpaTernueckum KpuTepusim:

—(puHaHCHI (33124 IPUCYTCTBHSI OPraHU3aLMK Ha PhIHKE, pEHTa0ebHOCTbD, IPUOBLTH U TIP.);

— PBIHOK cOBITa U KIMEHTypa (KaueCTBEHHBIC IMOKa3aTedn OOCIYKHWBAHUS KIIMEHTOB,
CTpaTerusi OCBOCHMsSI HOBBIX PHIHKOB U TIP.);

—Ipo1iecchl (KPUTEPHH OLIEHKH 3(p(PEeKTHUBHOCTH MPOIIECCOB, TAKUX KaK BPEMsi, CTOMUMOCTb,
00BEM PUCKOB U TIP.);

— pa3BUTHE (MEPCHNEKTHUBbI M IUIAHUPOBAHUE PA3BUTHUS C MCIOJIB30BAHHUEM HOBBIX
TEXHOJIOTHUH, MOBBIILIEHUE KBATH(PHUKALIMU [IEpCOHATIA U TIP.)

JlanHble KpUTEpPUM HUMEIOT YEeTKHUE MPUYMHHO-CIE/ICTBEHHBIE CBsI3W  (Hampumep,
BBICOKOKBTH(UITUPOBAHHBIN MTEPCOHAI TTOBBINIAET KaYECTBO OOCTYKUBAaHHS KIHNEHTOB) U rpad
nepeceyeHnil JaHHBIX KpUTEPHEB (GOPMHUPYET OOBEKTUBHYIO OLEHKY COCTOSIHUS OpTaHNU3aluu U
JlaeT BO3MOKHOCTh OLIEHUTh HEOOXOAMMBIE 3aTparhl JUisi MojaepHu3anuu Wb B ciyuyae Hu3KHX
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HOKa3aTelNell KaKk KOMILIEKCa KPUTEPHEB, TaK U YaCTHBIX XapakTepuctuk [[lementneBa, 2018].
Bcenencreue uero hopmupyercs minan Ub no cnexyromum HanpaBieHUsIM:

1. Muccus (ycTaB opranu3anuu, GyHIaMEeHTaIbHbBIC TIPUHIIUIIBI);

2. KJIMEHTHI (3a7]auu MOJEPKKHU OCHOBHOM JIeATEIbHOCTH OpraHu3allun);

3. mporecchl (orieHKa 3G PEKTUBHOCTH MPOIIEAYP BHEAPESHUS U Pa3pabOTKH);

4. texHosoruu (omeHKa u 00ocHOoBaHUE AP (HEKTUBHOCTH TPUMEHIEMBIX TEXHOJIOTHH);

5. opranmzamust  (kputepun  APQPEKTUBHOCTH  BHYTpeHHuUX  mokaszarened  UT
no/pa3iesieHul ).

BSC mnpumenuMa HCKIIOUUTEIBHO JUIsi KOPIOpAlUid C Pa3BETBICHHOM CHCTEMOMU
¢mmanos, mOToMy OTBE4YaeT TPEOOBAaHUAM NIPUMEHEHHS B OPTaHU3AIMAX TOTPEOKOOIEpaIIHH.

Total Cost of Ownership (TCO, O61ast CTOUMOCTD BIIaJCHHUSA)

OcnoBuoii nenpto TCO sBnsieTrcs oOHapyKeHHE H30BITOUHBIX PACXOJOB M OLEHKA
BO3MOXKHBIX MEp BO3BpAaTa BIOKEHUI B OpraHU3alusiX.

TCO BbIsSBIIIET COCTABIISAONINE OOIIEH CTOMMOCTH BIIAJICHUSI OPraHU3AIMK U pa3fesseT
Ha sIBHbIC U HesBHbIC. [IpuyeM Ha M0N0 MOCIETHUX MPHUXOAUTCA Oosee ABYX TpeTeil oOmumx
3arpar.

SIBHBIE 3aTpaThl HOPMUPYIOTCSA U3 CTOMMOCTH:

— JINLEH3UN;

— BHE/IPEHMUS;

— OOHOBJICHHS;

— COIMPOBOXK/ICHUSI.

HesiBHbIE 3aTpaThl Kak IPaBUIIO COCTOAT U3:

— 3aTpat Ha NpuodpeTeHne u oOHOBIeHHE 00opyaoBaHus cpencts Ub;

— JIOTIOJHUTENBHBIA cO(PT (CHCTEMBI yIpaBieHUs 0€30MacHOCThIO, aHTHBHpYycHOoe [10,
ceTeBble SKpaHbl, VPN mMapuipyTu3aTopsl U mp.);

— nepcoHana (rnepeodyuyenue, TpyJHOCTH paboThl ¢ HOBbIMU cpenctBamu Ub u mip.);

— CTOMMOCTH BO3MOXHOCTEH (CyMMa 3aTpaT Ha BO3MOXHbBIE albTEPHATUBHBIC IyTU
ycoBepiueHcTBoBanusi Vb) [BaoBoit pervoHanbHbI OpOAyKT 1O cyObekram Poccuiickoi
Ddeneparun, 2019].

[Tokazatenr TCO paccuuThiBaeT CcymMMy Bcex 3arpar BiaaeHus cucrteM K3U,
IIPEBBILIAIOITYI0 PEKOMEHI0BAHHOE 3HAUEHHE, U IIPEUIAraeT IUIaH ONTUMHU3ALNN PACXOI0B.

Jlia  ompeneneHus 3arpaT Ha [POBEIEHUE MEPONPUITUH MO  OOECleueHUIo
MHPOPMALIMOHHOM  0€30IaCHOCTH  OpraHu3aluii moTpedKoomepanuu, ¢ TMOMNpaBKOW Ha
KOHKPETHbIE TEXHMUYECKUE YCIIOBHUS, MaTepUalbHbIE U IMEPCOHAIbHBIE BO3MOXHOCTH MOKHO
UCIIOJIb30BaTh JIIOOYIO U3 MPEASIOKEHHBIX METOAMK.

AJTOpUTM OLIEHKM 3aTpaT BHE 3aBUCHMOCTH OT METOAOJOrMM OyAeT BKIIIOYaTh
crnenyromrue maru [I'opaon,1994].

1. Opranu3anoHHbIE 3aTPAThI:

— 3aTpaThl Ha HOpuOOpeTeHue TexHHuYeckux cpeinctB (cepsep, IIK, mnepudepuiinbie
yCTpOMCTBa U TIp.);

— NprUOOpETeHNE U YCTaHOBKA CPEJCTB 3aIMTH HHPOpMAIIH;

— oru1ata paboThI ClIeUATU3UPOBAHHOIO MIEPCOHAIA;

2. 3arpaTbl KOHTPOJIS:

— IUIAHOBBIE IPOBEPKU IPOrPaMMHO-aIIIAPATHOTO KOMILIEKca U cucteM 3U;

— oriata paboThl MHCIIEKTOPOB KOHTPOJIS TpeOOBaHMIA;

— IPOBEACHUE ayIUTa.

3. Texuuueckoe oocnyxkuanue C3U:

— 3aTpathl Ha I1aHupoBanue C3U;

— TEXHUYECKasl MOJIep>KKa MepcoHara;

— 3aTPaThl Ha HKCILTYaTalUI0 KOHTPOJIBHO-TIPOIIYCKHON CUCTEMBI.

[Ipumep ucnonwszoBanus metoauku Total Cost of Ownership mas pacyera croumocTu
meponpusTuii ooecnieuenus Ub (puc.1).
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MOHMTOPHHI U NEePeoLIeHKa pUCKa

Koxew nepsoit unu nocneayowmx urepauvi

Puc. 1. Anroputm nepeorieHku puckoB ¢ npuMmenenuem TCO
Fig. 1. TCO Risk Assessment Algorithm

OObekTOM pacuera 3arpaT Ha IPOBEICHHE

MEPOIPHUATHI TI0  00ECIICUCHUIO

nHpOpPMaLMOHHOM Oe3omacHocTH OyzaeT BeIMbINUIeHHas opranuzanus OOO «Koomnepauus»
(;Tr00BIE BOBMOXKHBIE COBITAJICHHS CITyYaiiHBI M HEMPEIHAMEPEHHBI).

B cucreme notpebuTensckoi koonepanuu Tpyaurcs osee 3,5 Toicad yenoBek. 564 TOproBbIX
TPENPHUSTHS. CUCTEMBI 00ECTIEUMBAIOT OecriepeOOHHYI0 TPOAAXKy MPOAYKTOB IMUTAHUS U TOBAPOB
MIOBCEJJTHEBHOI'O CIIPOCA, BKIIOYAsi COOCTBEHHYIO MPOAYKLHMIO KOOMEPATHBHBIX IMPOMBILILICHHBIX

TPENPHUSTHN 1 O0IECTBEHHOTO TUTAHUS B 26 MYHHUIIUITATEHBIX 00pa30BaHMSIX 00JIACTH.
— Ilepuon ananuza — ceHTI0pb — OKTA0ps 2019.

— OCHOBHOMH BUJ JI€ATEIBHOCTH — PO3ZHUYHAs TOPrOBJIS TOBAPAMHU.

— O6uuit rogoBoit noxox — 300 miH pyo.
— Yucnennocts nepconana — 3600 ver.
— Cpennsist 3apaboTHas ruiata — 38000 p.

Tekymue 3aTpaThl Ha MPUOOPETEHNUE CETEBOTO 000PYIOBAHUS
Current costs for the acquisition of network equipment

O6GopynoBaHue 3arpatsl, THIC. PyO.
CepBepbl 90
Kmmenrckue [MK 2810
KnnenTckue MOOMIIBHBIE YCTPOHCTBA 350
[lepudepuiinoe odbopynoBanue 617
CereBoe 000pyiOBaHHE 212
Hroro 4079

Tabmuna 1
Table 1
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Metoguka TCO mno3BoisieT cpaBHUBaTh TeKyliue 3arpaTel Ha Wb ¢ 3TanoHHBIMH.
OcHoBHBIMU TIeJsIMU MojiepHu3anuu Ub sBistoTes: MoaepHu3anust anmapaTtHoi 6a3sl (Tabdm. 1)
AHTUBHMPYCHAsl CeTeBas 3allUTa M CHCTEMa MOHHUTOPHUHIA JIOCTyna K HH(OPMAIMOHHBIM
oObekTtaM. CooTHecsl akTyallbHble TpeOoBaHHS W mokazatenu Kb ¢ cyliecTByrOIUMH, MBI

HOJYYHITH Sl HEOOXOAUMBIX 3aTpaT, MPEACTABICHHBIX B Ta0nunax 2—4.

Tabnuua 2
Table 2
3arparhl Ha MPOrPaMMHbIE CPEICTBA U 000PYI0BAHUE
Software and hardware costs
Paszuunra Pazunna Pazuuia
Kareropum 3atpar| Teky- 5 Lene- MK Pasz- MO Pasz- MO Pasz-
ITAJIOH- TeKyIHI/IMI/I 1ICJICBBIMHA TICJICBBIMU
Ha aHHapaTHI)IC e, BEIC, HUIIa B HUIIa HULIA
HBIE, PYO. " o u o, | Y DTaJoH- o
cpencTea pyo. pyo. % B % B%
3TAJIOHHBI OTAJIOHHBI HBIMU,
MH, pyoO. MH, pyoO. pyo.
Tloxynka 190966 | 1994950 |2109357| -14718 1| 214407 | 11 | 199689 | 10
000pyTOBaHUS 8
Jlu3HETOBEIE 307521 | 260480 [395994| -47041 | -15 | 135514 | 52 88473 29
TIJIATCXKHU
Monepuusauus | 67972 | 258340 | 57254 | 190368 | 280 | -201086 | -78 | -10717 | -16
E‘P’I“sme“ym' 81855 | 36640 |165148| -45215 | -55 | 128508 | 351 | 83292 | 102
JTumeHsun 84530 | 166730 |108769| 82200 97 | 57961 | 35 | 24238 29
Obune 2451541 5 617140 | 2836522| 165594 7 219 382 8 384976 | 16
3aTpaThl 6
Tabmura 3
Table 3
3arpaThl Ha annapaTHble CpPEACTBa
Hardware costs
Kateropuu Pasimia Paznuna Pasima
3anaT Ha Me)KIly Me>1<,uy aeJie- Me)KI[y
Texymue, | Otanon- |LleneBrie, 3tamoH- | Paznmma Paznu- [ieneBsivu|PazHu-
HpOFpaMMHOC 6 6 6 0/ BBIMH U 0/ S(V
obecieuenme | PYO:  [HBIS PYO.| pYO. HBIMH 1 B % sraon. | @B Y0 U ua 8%
TCKyH_[I/IMI/I, I‘eKyH_[I/IMI/I,
00opyIOBaHUE HBIMH, PYO.

DYy, Y6 py Y6,
OGopyoBanue | 2451 546 | 2617140 |2 836 522| 165 594 7 219 382 8 | 3849/6 | 16
[IpOrpaMMHOC |, 075 1 54 15 040 780[2 262 723 -832374 |  -29 221 943 11 | -610431 | -21
o0ecreueHue
I?IgOPYHOBaH“e 79617 | 78690 | 89665 | -927 1 10975 14 | 10048 | 13
IIporpammHoOe
o6ecrieuenne | 197 240 |195COO| 211786 | -2240 1 16 786 9 14546 | 7
NC
O6mue 5601 557 |4 931 6105 400 695| -669 947 | -12 469 085 10 | -200862 | -4
3aTpaThl
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Tabmauma 4
Table 4
AJIMUHHCTpPATHUBHBIC 3aTPATHI
Administrative costs
P;zﬂnua Pasma P;:esﬂnua
DUHAHCOBBIE U Y| Pashy- Mexny [Pa3Hu-A ad
Texyme,| Otanon- |Llenesrble,| 3TaioH- pore- Pazun-
aMUHUCTPATHUB- 6 Hbie, py6 6 HBIMH I Ia |[eneBbIMH| IIa sbMiH | 1aB %
HBIC 3aTPaThI pyo- - PYO- - PYO- B% | moTanoH- | B %
TEKYILIUMH, HBIMIL, DYG TEKy-
pyo. - YD IMH, p/o.
SaTparHl Ha 388410 | 199511 | 317198 | -188899 | -49 | 117688 | 59 | -71211 118
KOHTPOJb
AJIMUHHCTpATUB-
Has IIOMOIIb 39656 | 133007 | 36 556 93 351 235 -96 451 -73 -3101 -8
coTpynHukam UT
YIpaseHne 70323 | 66504 | 17374 | -3819 5 | -49129 | 74 | 52949 | -75
AKTHUBAMHU
bromxetupoBanue | 36128 66 504 | 32031 30375 84 -34 502 -52 -4 127 -11
Ayaut 18032 33252 | 10023 15220 84 -23 229 -70 -8 009 -44
'YnpaBieHue
npuoOperennem u| 84 239 | 133007 | 54 290 48 768 58 -78 717 -59 -29 949 -36
KOHTpaKTOBaHI/IeM
YnpaBneHye 159048 | 33252 | 107883 | -125797 | -79 | 74632 | 224 | -51165 .32
BEHI0pPaMH
Obue 795837 | 665036 | 575326 | -130 801 -16 -89 710 -13 | -220511 -28
eKET0JTHBIE
3ak/aouyeHune

ComnocTaBnsiss MOJMYyYEHHbIE CTOMMOCTHBIE pPE3yJIbTaTbl MOXHO CJE€IaTh BBIBOJBI O
BO3MOKHOW ONTUMH3AINY a/IMUHUCTPATUBHBIX 3aTpaT 32 CYET BHEAPEHHSI aBTOMAaTU3UPOBAHHON
CHCTEMBI yrpaBieHus akTuBamu (43 %) v CHIDKEHUS moka3zaTenei mpoctoes (27 %) mocpeacTBoM
MOBBINIEHUST KBATM(UKAUU mepcoHana. HeoOxoanMoe yBenuueHue 3arpaTr Ha NMPUOOpETEHHE
anmapaTHbIX U IPOTrPaMMHBIX CpelCTB (28 % OT eKeroAHOro IiaHa MOIEPHU3ALNN TEXHUYECKHX
CPEICTB) HE3HAYUTENIbHO OTHOCUTENBHO OyIyIIEro CHIXKEHUS KOd(PUIMEHTa (UHAHCOBBIX
puckoB. Wtorossiii mokazarens TCO B uTOre okasajics MEHbIIE TEKYIIETO M COOTBETCTBYET
W3HAYAJIbHO IUIAHUPYeMbIM 5—7 % €XEerojHoro J10XOAa, BBIIEISIEMBIM Ha MOJEPHU3ALUIO
IporpaMMHO-anmnapaTHoOM 0a3bl ¥ nepeo0yyeHre nepcoHaia.
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