Takum 06pa3om, MHBECTULMOHHAs [esiTeNbHOCTbL B Poccuiickoit depepaumm [o/KHA
TuwateNnbHO perynMpoBaTbCsi TFOCYyAapcTBOM, B 0COGEHHOCTW nNpM nepexofe K PbIHOYHOW
IKOHOMMUKE.

Ans HopManbHOro (PYHKLWOHMPOBAHWSA 3KOHOMUKW B LEOM, FOCyAapCcTBO AOJXKHO
MOCTOSSHHO COBEpPLIEHCTBOBAaTb MPUMeHseMble MeTOAbl B KOHTPO/S€ WHBECTULMOHHBIX
npoLeccos.
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YK 004

LN®POBbLIE TEXHOJTIOT NI
B CUCTEME 3KOHOMMNYECKOW BESOMACHOCTUW MPEAMNPNATUA

E.A. JlaBpnHEHKO
r. benropog, Poccua
Benropofcknin rocygapcTBeHHbIA HaLMOHaNbHbIA nccnefoBaTebCKUA YHUBEPCUTET,

FO.H. /TaBpnHEHKO
r. benropog, Poccua
OO0 «Tamb60BCKUII 6EKOH»

B cTaTbe paccmMaT puBat T cs OCHOBHbLI € T EeHAeHUMUMN M nNepcneKkT UBBLB pasBuT us
UM POBON ISKOHOMMUKU. Bbl ABNEHDI HOBbl e Yrpo3bl M  Bbl 30Bbl rno6anbHOW 3KOHOMMUYECKOIN

6es3onacHoOCT W BYCNOBUSX UuMmdp poBol T paHchoOopMayumm.
KI'IIO‘-IeBbIe chnosa.: MHDOPpMauMOHHASR 6e3onacHOCT b, KOHKYPeHT Hasn passefgka,

3KOHOMMYecKasa 6e30NMacHOCT b, MUHCT PyMeHT allbHble CpeacT Ba.
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DIGITAL TECHNOLOGIESIN THE SYSTEM
OF ECONOMIC SECURITY OF ENTERPRISE

E.A. Lavrinenko
Belgorod, Russia
Belgorod state national research University;

U.N. Lavrinenko
Belgorod, Russia
LLC “Tambov bacon»

The article discusses the main trends andprospects of the digital economy. New threats
and challenges to global economic security in the <context of digital transformation are
identified.

KeyWOI’dS inform ation security, enterprises, econom ic security, tools.

B coBpeMeHHOM MuUpe CTPeMUTENbHbLIMW TemMnamu WAgeT MNpouecc CTaHOB/EHMUA
LMKPOBON 3IKOHOMWUKUN, UTO ABNAETCA rNobanbHON cTpaTervein pasBuTnua cTpaH U PernoHOB.

OCHOBHbIMW LU(PPOBbIMA TEXHONOTMAMU B 3IKOHOMMWKEe SBAAKTCA 60NblIne AaHHbIE,
HeipOTEXHOMOrnu, NCKYCCTBEHHBbI A WHTENNeKT, CUCTEMBbI pacnpefenéHHOro  peectpa
(6noKYeiiH), KBAHTOBbIe TEXHONOINN, HOBble MPOM3BOACTBEHHbIE TEXHONOINN, MPOMbILWEHHbIN
WHTepHeT, poboTOoTexHMKa, ceHcopuka, GecnpoBoAHas CBA3b, BUpPTyanbHas W AOMNOSIHEHHas
peanbHOCTH.

PaccmoTpum 60onee nofgpo6HO 610KN LUGPPOBbLIX TEXHONOTMI B CUCTEME 3KOHOMUYECKOWN
6esonacHocTwn npegnpuatmna (tab6n.).

Tab6bnuua
LlndppoBble TEXHONOTUM B CUCTEME 3IKOHOMUYECKON 6€30MacHOCTM

Bnok OnpepeneHne
0603HayYeHNe CTPYKTYPUPOBAHHBLIX N HECTPYKTYPUPOBAHHbIX AaHHbIX
OrpOMHbIX 06bEMOB U 3HAUYUTENIBHOIO MHOT006pasnsa, apMeKTUBHO

Bbonbwwne gaHHbIE

obpabaTbiBaeMblX TOPU30OHTANbHO MacwTabupyembimMmu (scale-out)
NporpaMMHbIMU MHCTPYMEHTaMMN.

. COBOKYMHOCTb TEXHOHOFMIZ, CO3f4aHHbIX Ha OCHOBE npmHUMNNOB
HelnpoT exHonorumn

DYHKUMOHUPOBAHUS HEPBHOW CUCTEMBI.

. CBOMCTBO MHTENNEKTYalbHbIX CUCTEM BbIMNONMHATb TBOpYEeCKue
N cKycCT BeHHBI I

(YHKLUMU, KOTOPbIe TPAAULMOHHO CUMTAOTCS NMpeporaTuBOi YenoBeKa.

MHT eNnnexKkT

3TOo pacnpefeneHHas 6as3a AaHHbIX, Yy KOTOpPO ycTpoicTBa XpaHeHUSN
AaHHbIX He MOAK/OUYEHbl K 06l eMy cepBepy. OTa 6a3a AaHHbIX XpaHUT
MOCTOSSIHHO pacTywuii CNUCOK ynopsajoYeHHbIX 3anuceli, HasblBaeMblX

BnokueiH

6nokaMu. Kaxpablii 610K COAEPXUT MeTKYy BPEeMeHM W CCbIIKY Ha
npeablAywnii 6510K.

o6nacTb (*)I/I3I/IKI/I, B KOTOpOVI MCNoNb3yrwTCA CI'IeU,I/I(*)I/IHGCKI/Ie
KBaHT 0Bbl €

0C06eHHOCTMH KBaHTOBOW MeXaHNKNn, npexae BCETro KBaHTOBaAd
T exHoOnormu

3anNyTaHHOCTb. Llesib KBAaHTOBOW TeEXHOJIOTWUW COCTOUT B TOM, 4yTOo6bI
co3aaTb CNCTEMBI n yCTpOVICTBa, OCHOBaHHbIE Ha KBaHTOBbIX

npUHLMNax.
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OKOHYaHue Tabn.

Bnok OnpepeneHune

Hoaue 3TO KOMMN/EKC TMNpPOLEccoB MNPOEKTMPOBAHUA W WU3FOTOBNEHUA Ha
COBPEMEHHOM TEXHONOMMYECKOM ypOBHE KaCTOMWU3NPOBaHHbIX
(MHaguBMAYyanu3npoBaHHbIX) MaTepuanbHbiX 06bEKTOB (ToBapoB)

pasnvquof/’l CNOXHOCTHK, CTOMMOCTb KOTOpPbIX conoctaBuma co

NPOM3BOACT BEHH bl e

T exHonormwu

CTOMMOCTbI0O TOBApPOB MAacCoBOro NPOM3BOACTBA.
npuknagHas HayKa, 3aHMMat L ascs pa3paboTKoii
aBTOMaTU3MPOBaHHbIX TEXHUYECKUX cucTem " ABNsAO U ancs

Po6oT oT exHukKa

BaXHelwelh TEXHUYECKON OCHOBOW WHTEHcUpMKauum NPOM3BOACTBA.
Po6oT - 3TOo nporpamMmumpyemMoe MeXaHWYeCKOW yCcTpoicTBoO,
cnocobHoe BbIMNOMHATbL 3afjaydyu W B3aWMOfJeACcTBOBATb C BHeELWHEWH
cpefoil 6e3 NOMOLL W CO CTOPOHbI YenoBeKa.

LquJpOBble TEXHOMOMM C KaXAblM rogoMm 60AbWKMMW Temnamu yBeENNn4YMBarwT CBOE

NPUCYTCTBUE B IKOHOMMYECKOW Ge3omacHOCTU npegnpusTtusa (puc.).
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1bnok4eitH mPo60TOTEXHMKA M /ICKYCTBEHHbIA MHTENEKT

Puc. AuHamMunKa pasBuTUS LUGPOBbIX TEXHONOTU

B CUCTEME IKOHOMMUYECKOWN 6e30MacHOCTU npeonpunaTna

AHannaupys AaHHble PUCYHKa MOXHO CAeNnaTb BblBOAbl, 06 BbICOKOM YpPOBHEe NMpupocTa
MCKYCCTBEHHOTO MHTE//IEKTA, KOTOPbIA B CUCTEME 3KOHOMMYECKON 6€30MacHOCTY NMPeAnpuUsTUA
3a aHanusupyemblii nepuop Bbipoc 6Gonee 4YeM B 3 pasa. Bbicokue Temnbl pasBUTUA
po6OTOTEXHUKN, CNOCOGCTBYIOT TMOBbIWEHWI YPOBHS MNPOTUBOAENCTBUSA BHYTPEHHUM U
BHELW HUM BbI30BaM M yrposam MNpeanpusiTus.

CBOeBpeMeHHOe ynpexpaeHue yrpos npesnpusaTus, npeioTBpalleHmne
HECAHKLMOHUPOBaHHbIX  WH(DOPMALUOHHBIX  3aMpoCOB nonb3oBaTenei B UHTEpHeTe,
o6HapofOBaHMWe AaHHbIe C IMUYHbIX «YMHbIX» Faf>)KeToB, HeCAHKLMOHMPOBaHHbIE TPaHCAKLUM MO
6aHKOBCKWM KapTaM, «B3JIOM» U ONy6/MKOBaHWe 3/1eKTPOHHO MepenucKu U MECCEH[KEepPOB,
KOTOpble c0o3jalT 670K MHDOPMAaLUM O Ye0BEKE, KOTOPYK OH M caM 0 ce6e MOXET He 3HaTb,

NUWb Manas J0Ns yrpo3 COBPeMeHHONW UM poBoii sKOHOMUKHN [4].
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Takum o06pa3oM, BHegpeHWe UWUGPPOBbIX TexXHONOruiA, Ha COBPEMEHHOM 3Tane
MHHOPMALMOHHOTO pasBUTUS, ABMSAETCA T[/laBHbIM 3BEHOM B CUCTeEMEe 3KOHOMUUYECKOW
6e3onacHoOCTU NpeanpusaTUS.
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B cTaT be paccM OT peHbl OCHOBHBI € acnekT bl , CBSi3aHHBI e c onpepjgeneHunem n
perynupoBaHuem MHPpOPMALUOHHOIMI 6esonacHoOCT U B Po, npueBejeHbl HeKO T opble ns3
BO3MOXX Hbl X Yrpo3s nHpopmMaLunoHHON 6e3onacHoCcT M P® , a T akdX e cTaTUCT MKa COBeplLW eHHBbLl X
KnbepaT akK Ha OCHOBHble oT pacnu P & .

KI'IlO‘-IeBbIe CcnoBa. MHbpopmayunma, uHhbopmayumoHHasa 6GesonacHOCT b, MHGDOPMAaAUWOHHASN

yrposa, ceprupukayma, uHOPoOopMayunoHHOEe BO3AEWCT BME, KOMNbLIO TepHas aT aka.

ON SOME ASPECTS OF INFORMATION SECURITY
OF THE RUSSIAN FEDERATION
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The article discusses the main aspects related to the definition and regulation of
inform ation security in the Russian Federation, presents some ofthepossible threats to
inform ation security ofthe Russian Federation, as wellas statistics ofcyber-attacks on the main

sectors ofthe Russian Federation.

396


http://www.glazev.ru/articles/6-jekonomika/54923-velikaja-ts
http://www.glazev.ru/articles/6-jekonomika/54923-velikaja-ts
http://fundamental-research.ru/ru/artide/view?id=42126
http://fundamental-research.ru/ru/artide/view?id=42126
http://www.gks.ru

